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ABSTRACT

Intrusion detection (ID) has become a majorissue in the area of safe and dependable communication infrastructure due to
the faster pace of large-scale networked systems and the mounting sophistication of cyber-attacks. This article discusses
an ID architecture for very big network data that is based on anomaly detection influenced by machine learning (ML).
The proposed method makes use of the Synthetic Minority Oversampling Technique (SMOTE), data processing, data
cleaning, data normalization, label encoding, and class balancing in order to enhance data quality and solve the issue
of class imbalance. A Random Forest (RF) classifier serves as the primary detection model due to its strength, capacity
for ensemble learning, and ability to handle high-dimensional data. Another tool used to identify intrusions when users
and servers exchange sensitive data is an intrusion detection system (IDS). RF model would be the most effective among
other ML and DL models due to its accuracy, which implies that this model could capture unusual and dangerous network
activity. The experimental findings prove that the proposed architecture is an effective, scalable, and reliable method of

detecting anomalies in large-scale network systems.

Keywords: Anomaly detection, Intrusion Detection System (IDS), Cybersecurity, NSL-KDD, Network Traffic Analysis,

Ensemble Learning.
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INTRODUCTION

In the midst of the quick advancement of internet technology
and smart gadgets, the quantity of infiltrations. The act of
entering a location or virtual area without authorization
is known as intrusion. Confidentiality and system security
greatly depend on ID [1]. Another tool used to identify
intrusions when users and servers exchange sensitive data
is an IDS [2]. Thus, detecting new threats is one of the most
important factors to improve the systems’ security. In
addition to preventing access to unwanted data, the firewalls
also hide valuable system elements to the curious eyes.
Hackers can use ports such as SMTP, HTTP among others,
which are often left open by systems to send malicious traffic.
Thus, it becomes necessary to have advanced IDS. Itis simpler
to categorize known threats when IDSs are divided into
signature-based and misuse-based detection techniques. It
searches the network traffic [3][4] subsequent to malicious
transmissions. Anomaly-based IDSs, which include user
behavior from the past into their learning process, are the
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other type of IDS. IDSs that are anomaly-based help find
new threats. Depending on the data it analyzes, Additionally,
the IDS may be separated into groups based on hosts and
networks.

In the context of ML, being able to identify abnormalities
in loT networks depends on choosing the right feature sets
[51[6][7]. These feature sets are necessary for ML model
training in order for them to correctly classify and identify
anomalous network activity [8][9]. Because loT devices
generate enormous amounts of data, feature sets must
be carefully selected in order for the ML-based detection
method to be successful. Numerous methods have been
investigated in earlier studies; difficulties associated with
computing complexity and insufficient feature sets lead to
creative solutions.

Significance and Contribution of Paper

The relevance of this work is that it has focused on the
increasing requirement of proper and scalable IDS in large
and complicated network settings. Since cyber-attacks
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are constantly changing their levels and sophistication,
conventional security strategies are not able to accurately
detect anomalous behaviors. This study shows how ensemble
learning is safe against class imbalance and, therefore, noisy
data, and can easily enhance detection accuracy by using
an ML-based anomaly detection solution that employs a RF
classifier. The suggested solution to actual network security
systems is proven to be useful by its excellent performance
in accurately detecting malicious activity, reducing false
alarms, and improving network protection overall, on the

NSL-KDD dataset. The following summarizes this paper’s

primary contributions:

+  Obtained NSL-KDD data set on Kaggle which offers a
practical base on anomaly detection.

« Used a large amount of data pre-processing such as
cleaning, normalization, label encoding, and SMOTE in
order to balance the distribution of classes and enhance
the quality of the data.

« Used a RF classifier on anomaly detection that creates a
dependable and accurate IDS by utilizing its ensemble
learning capacity.

« To evaluate the model’s efficacy, a comprehensive
performance assessment was developed using the
F1-score metrics, precision, recall, and accuracy.

Novelty & Justification of the Study

This research has been justified by the fact that there has been
agrowing need in the need to have reliable and efficient IDS
that have the capacity to handle massively distorted network
traffic data that is not always easily identified by conventional
security measures. Although many machine and deep
learning algorithms have been proposed, many of them are
computationally complex, overfitting, or do not generalize
to real-world conditions. This work is novel in the sense
that a rigorous data preprocessing process incorporating
SMOTE-based class balancing is systematically coupled with
awell-optimized framework based in terms of low false alarm
rates and detection accuracy, the RF with an early detection
detector is more effective. Contrary to sophisticated
deep learning models, the suggested solution shows that
ensemble-based ML model has the ability to efficiently
generalize intricate intrusion patterns, with increased
interpretability and stability, as well as scalability. The high
level of empirical validity and comparative outperformance
of the proposed ID architecture against existing ones are
indicative of the novelty and pragmatic usefulness of the
architecture.

Structure of Paper

Here is the outline of the paper: The second section
summarizes the studies conducted on ID. In Section Ill, we
detailed the methodology, dataset, and procedures that
will be used to implement the model. The experimental
results are presented in section IV. Section V concludes
with a discussion of the results, highlighting their limits and
suggesting areas for future study.
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LiTERATURE REVIEW

Recent studies on ML-Based Anomaly Detection are
thoroughly discussed in the literature review. Table | provides
a summary of the results, which include the methodology
utilized, performance outcomes, important discoveries,
limits, and suggestions for further research.

Chauhan and Vamsi (2019) To detect the anomalous
ozone measurements in air quality data, different ML
methods were used. In the comparative study of testing
unsupervised ML methods, Isolation Forests was better than
One Class Support Vector machine. Also, these anticipated
anomalies were examined with the help of Z-Score to identify
a failure sensor. Isolation Forest was the best in classifying
abnormalities in Ozone values based on Air Quality sensor
data with an accuracy of 92.7% compared to One Class
Support Vector Machine [10].

Shriram and Sivasankar (2019) assessed the various
unsupervised anomaly detection methods using performance
metrics like recall, accuracy, area under the curve, and
F-score. This work incorporates EE, IF, LOF, and OneClassSVM
as unsupervised learning techniques. The testing was
conducted using the satellite and shuttle datasets. The
effectiveness of several unsupervised learning strategies was
contrasted with that of supervised learning strategies such
as SVM and k-NN. According to the records of the shuttle
and the satellite, the findings are that unsupervised learning
techniques to identify anomalies are similar or better than
supervised learning techniques [11].

Zaman and Lung (2018) The current trend of anomaly
identification is based on ML methods of categorization.
Test the seven different ML methods with the calculation
of information entropy using the Kyoto 2006+ dataset,
and evaluate the effectiveness of each of the methods.
The findings have shown that the vast majority of the ML
techniques are over 90 percent accurate, recalls, and precise
to this particular data set. Nevertheless, the Radial Basis
Function (RBF) is the most effective algorithm of the seven
algorithms analyzed in this paper based on the Receiver
Operating Curve (ROC) measure’s applicability [12].

Aljamal et al. (2019) To employ anomalies to identify
unknown threats, a hybrid detection mechanism that
incorporates it is necessary to explore the benefits of
signature-based detection techniques. To improve the
accuracy of the system, the paper suggests implementing
an anomaly detection system at the level of the Cloud
Hypervisor that combines SVM classification with K-means
clustering. they assess the suggested approach by comparing
the findings to those of prior research and analyzing data
from the UNSW-NB15 project. The suggested K-means
clustering algorithm outperforms the alternatives when
evaluating accuracy [13].

Dilraj, Nimmy and Sankaran (2019) There is need to come
up with an innovative approach whereby such gadgets power
consumption is utilized. To do it, a smart home situation is
replicated with the help of brute-force and smart cameras,
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and DDoS attacks have been performed to gather power
profile changes. Develop ML models to identify irregularities
in the history of power consumption. The suggested method
has a 94.04 detection rate. According to study, power
consumption can serve as a possible measure to determine
an imbalance in the loT-based smart home [14].

Vartouni, Kashi and Teshnehlab (2018) proposed an
isolated forest as a classifier and a DNN as a feature learning
method. also used the CSIC 2010 data set to compare the
method with those that do not use feature extraction models.
The results indicate that deep models are more precise than
the techniques that do not extract features [15].

Luo and Zhong (2017) a method of achieving enhanced
accuracy in engine gas route anomaly detection by enriching
with deep learning anomaly detection. To be able to
train robust features on labelless datasets, the first model
constructed was a stacked denoising autoencoder model. In
order to find abnormalities, learning characteristics were then
fed into a Gaussian distribution-based anomaly detection
system. To confirm that the proposed method is technically
feasible, an experiment was carried out to look at real rapid
data from a certain kind of turbofan gas turbine engine’s
recorder. When compared to conventional approaches,
the results showed that this approach might increase the
accuracy of anomaly identification [16].

Mehmood and Md Rais (2016) The anomaly-based
detection method has the large FPR, it is able to detect new
attacks. Several ML algorithms are developed in order to
tackle this problem. In this work, the different supervised
anomaly-based detection algorithms are compared. The
algorithms have been tested using the KDD99 data, which is
the reference data of anomaly-based detector models. The
outcome demonstrates that none of the approaches obtain
high detection rates across all KDD99 dataset types [17].

REseARCH METHODOLOGY

The proposed approach to NSL-KDD dataset is where 1D
starts, which is first treated using an intrusion detector to
improve the data’s quality. To remove the problem of an
unbalanced dataset, this step consists of data cleaning,
addressing missing or null values, feature normalization and
label encoding, as well as balancing the SMOTE feature in
the courses. After processing, the data is split into training
and testing sets in an 80:20 ratio. Building an RF classifier
using a training set enables the establishment of infiltration
patterns. Finally, standard measures such as F1-score, recall,
accuracy, and precision are employed to assess the model’s
efficacy on the test dataset. The approach taken during the
investigation is illustrated in Figure 1.

The phases are explained in depth and step-by-step
below, shown in the flowchart:

Data Collection

To be more precise, NSL-KDD use an enhanced KDDCup99
dataset. Researchers from the Canadian Institute for

& | Train: 80%, Test: 20%

Data Preprocessing *
7
T \2Z , Random Forest

Normalization Model Classification

Cleaning, , Label v

Null values encoding and P
SMOTE Evaluation Measures
e ]
Results Accuracy, Precision, Recall,
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Figure 1: Flowchart for Intrusion Detection
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Figure 2: Heatmap for NSL-KDD Dataset

Cybersecurity at the University of New Brunswick have
reduced the size of the original KDDCup99 dataset to make
it more concise and usable.

Data Analysis and Visualization

The practice of visually representing information and data is
known as data visualization. Tools for data visualization that
use visual aids like graphs, charts, and maps, provide a simple
way to observe and comprehend data trends and patterns.
The NSL-KDD data visualization is shown below:

Figure 2 displays a correlation heatmap that displays
the relationships between different features in the NSL-KDD
dataset. The intensity of the association may be shown by
color-coding the correlation values, which range from 1 (very
negative correlation) to 1 (highly positive correlation).

You can see the breakdown of the NSL-KDD dataset into
attack and normal classes in Figure 3, which is a pie chart.
Normal trafficaccounts for 51% of the data, while DoS assaults
account for 35%. Echoing the dataset’s emphasis on many
forms of intrusion, other categories are Probe (9%), Root-to-
Local (RTL) (3%), and User-to-Root (UTR) (2%).

Figure 4 depicts the NSL-KDD dataset’s class distribution,
which represents the normal and attack instances utilized
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Table 1: Summary of literature Overview and Comparative Analysis of Anomaly Detection Techniques

é:;for(s) & Technique(s) Used Dataset Key Findings Future Work / Research Gaps
Chauhanand One-Class SVM, Air Quality Ozone Distancing oneself When it cameto  Future work may include real-time
Vamsi (2019)  Isolation Forest, Sensor Data identifying unusual ozone readings, ~ deployment, adaptive thresholding,
Z-Score validation Forest fared better than One-Class and testing on multi-pollutant air
SVM (92.7% accuracy), while Z-score  quality datasets with concept drift.
was useful for confirming sensor
errors.
Shriramand  One-Class SVM, LOF,  Shuttle and In all four metrics—precision, recall,  Further studies can explore scalability
Sivasankar Isolation Forest, Satellite datasets F-score, and AUC—unsupervised on high-dimensional loT data and
(2019) Elliptic Envelope; anomaly detection approaches were  hybrid semi-supervised approaches.
compared with SVM, on par with or even outperformed
k-NN supervised methods.
Zaman and Seven ML classifiers Kyoto 2006+ Most ML techniques achieved >90%  Future research can focus on online
Lung (2018)  with entropy-based Network Traffic precision, recall, and accuracy; RBF learning models and robustness
feature selection Dataset performed best based on ROC-AUC.  against evolving cyberattack patterns.
(including RBF)
Aljamal etal.  Hybrid K-means UNSW-NB15 Hybrid anomaly detection model Future work may integrate deep
(2019) Clustering + SVM Network Intrusion  achieved slightly higher accuracy learning models and evaluate
Dataset compared to existing approaches. performance in real cloud hypervisor
environments.
Dilraj, Nimmy Machine Learning loT-based Smart Power consumption proved to be Further work could consider real-

and Sankaran
(2019)

models using
power consumption
features

Home (simulated
attacks: DDoS,
brute force)

an effective anomaly indicator with
94.04% detection accuracy.

world smart home deployments and
multi-modal features (network +
power).

Vartouni, Isolation Forest + CSIC 2010 Dataset ~ Deep feature extraction significantly  Future studies may explore
Kashiand Deep Neural Network improved anomaly detection lightweight deep models and transfer
Teshnehlab for Feature Learning accuracy compared to non-feature-  learning for resource-constrained
(2018) based methods. environments.
Luo and Stacked Denoising Aircraft Engine Gas  Learned deep features enhanced Future work can include real-time
Zhong (2017) Autoencoders + Path (QAR data) anomaly detection accuracy over fault prognosis and integration with

Gaussian-based traditional methods. predictive maintenance frameworks.

anomaly detection

Root-to- User-to-
Local \ Root :
g pioy Data Preparation

R

Figure 3: Pie Chart of NSL-KDD Dataset Distribution

for ID. The dataset has a slightly higher proportion of
normal samples than attack samples, suggesting a slight
class imbalance. Nonetheless, both classes are adequately
represented, this indicates that there is sufficient data for
efficient model training and assessment.

22 |
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Data pre-processing is an important stage for ML techniques

because it the cleaning data and dealing with null values,

categorical values, redundant, and irrelevant data. So, to
build a model with high performance and good accuracy,
the pre-processing must be accurate.

« Cleaning the data: It is necessary to eliminate all of the
missing (nan) and values of infinity found in the original
data.

« Dealing with null values: Strategies for keeping the
dataset consistent include deleting rows with empty
values or filling in missing data with the median, mode,
or mean.

Normalization

The attribute values are normalized using Z-score
normalization [18]. The attribute value is normalized so that
after normalization, the standard deviation is one, while
the mean is zero. This normalizing attribute is sometimes
referred to as zero mean normalization for the Z-score. Its
mathematical Equation is as follows: (1).
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Figure 4: Distribution of NSL-KDD Dataset

) a(i)—mean(A)
ali)= std (A)

Here, A is the attribute, and a(i) is I th value that the
equation above update.

(1)

Label Encoding

Label encoding is the process of numerically altering category
data for use by machine learning algorithms. For machine
learning model training and to make model creation easier,
numerical representations of categorical data are required.

Handling class imbalance using Synthetic
Minority Oversampling Technique (SMOTE)

The SMOTE creates fictitious samples for the synthetic by
filling in the current data in order to correct class imbalance,
has been used to training data to produce a balanced dataset.

Data Splitting

The dataset is split 80:20, such that 80% used to construct
the model, with the remaining 20% being utilized for testing
to assess the model’s performance using previously unseen
data.

Model Classification

In order for RFs or Random Decision Trees to work, it is
necessary to build and regularly train a large number of “mini”
decision trees or estimators on a particular dataset[19]. In
essence, the RF uses the majority vote of these estimators
to assess output. The mathematical function represents the
estimators’ average (or majority vote) for a specific input
sample x 0. This is how classification is done more formally.
Equation (2) represents the precise formula:
A 1 B ,
f=520(x) 2)
b=1

The symbol B represents the number of estimators, f_b
indicates the class that specific estimator b forecasts sample
xN\' to belong to, and f"represents the class that sample x’
belongs to (as predicted by the RF).

Evaluation Metrics

The model’s efficacy was evaluated using several measures,

including ROC analysis, f1-score, recall, accuracy, and

precision[20]. The following are the metrics:

« True positive (TP): recognizing an assault before it is
launched.

« True negative (TN): Normalcy detection when it's
genuinely normal.

» False positive (FP): False alarm occurs when an assault
is detected when it is truly normal.

« False negative (FN): recognizing normal while it is under
threat.

Accuracy

The algorithm may be used to determine the percentage of
correctly categorized classes TP and TN over all classifications:
Equation (3)

TP+TN

Accuracy = @)
TP+TN+ FP+FN

Precision
It is defined as the probability that a positive prognosis would
materialize Equation (4)

TP

Precision=——
TP+ FP (4)

Recall
The True Positive Rate is all that it is. It shows the proportion
of invasions that were accurately identified. Equation (5)
displays the equation:

TP
Recall =——— (5)
TP+ FN
F1-Score

It is defined as the accuracy and sensitivity parameters’
harmonic mean. Equation (6) illustrates the formula:

Fl— Score = 2% Precisionx Recall 6)
Precision + Recall

REesuLTts ANALYSIS AND Discussions

An Intel(R) Core (TM)2 Duo CPU T6670@ 2.20GHz with 4GB of
RAM was used to conduct the aforementioned experimentin
Matlab. Using the various assessment criteria in the NSL-KDD
dataset, Table Il shows the results of the RF model’s ID. An
impressive 96.2% accuracy rate shows that the algorithm is
doing a good job of classifying generally. The precision of
the model is 97% and indicates the high effectiveness of the
model in determining whether a case of intrusion actually
occurs, with few false alarms, with a recall of 95% indicating
the effectiveness of the model to identify most of the real
attacks. The high amplitude RF model of 96% balance F1
further testifies to the power and dependability of this RF
model, which makes it suitable for its purpose of detecting
intrusion with accuracy and efficiency.
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Table 2: Results of RF Model for Intrusion Detection Using
NSL-KDD Dataset

Metrics RF
Accuracy 96.2
Precision 97
Recall 95
F1-Score 96

Figure 5 illustrates the RF model’s accuracy with respect to
training epochs and shows a high and consistent training
accuracy throughout the learning process. The accuracy of
the training reaches its maximum slowly and levels off at
98.4-98.5, which means that the model has been learned and
converged. Although such variations have been observed,
the validation accuracy is similar to the training accuracy
(around 96.5-97.7%), indicating the high capability to
generalize and little overfitting. All in all, the graph indicates
that the RF model attains stable and high performance with
high predictive stability.

The loss curves of the RF model training and validation
with epochs are given in Figure. 6. The training loss gradually
reduces until it maintains a low constant. Conversely, the
validation loss exhibits clear changes in data between epochs
with highs and lows, demonstrating variations in the model’s
performance on anonymous data. Notwithstanding these
oscillations, the loss of validation is in a reasonable range
and is not characterized by a steady increase, which speaksin
favor of the fact that the model does not overfit dramatically.
All in all, the loss behavior confirms that the RF model can
learn in a stable manner with reasonable generalization
behavior.

Figure 7 shows the confusion matrix of the RF ID model,

Model Loss

0.045 q

Train Loss
Validation Loss
0.040 4

0.035 4

0.030 4

0.025 4

0.020 4

0.015 4

8
Epoch

Figure 6: Loss Graph of RF Model
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e 136
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Attack Normal
Predicted

Figure 7: Confusion Matrix of Random Forest

Table 3: comparison for anomaly detection using machine
and deep learning

which shows how accurate the model is at differentiating _Models Accuracy
between malicious and normal transmissions. As evidence ~ MLP [21] 80.5
LSTM[22] 73.18
Model Accuracy
0.985 - RF 98.79
0.980 //7 of its strong detection capabilities, the model correctly
identifies 4,634 attacks and 4,987 routine occurrences. False
0.975 1 classification is not very high with 244 attack cases classified
as normal and 136 normal cases as attacks. The prevalence
+ atiaki of the correctly categorized samples on the main diagonal
g shows that it is a balanced and highly accurate performance.
< 0.965 - - .
A comparison of the accuracy of several models is shown
0960 in Table Ill used in ID. Multilayer Perceptron (MLP) has an
' accuracy of 80.5% with a moderate level of detection and the
o LSTM model has a relatively low accuracy of 73.18%, which
) indicates poor results in this respect. Conversely, RF model
—— Train Accuracy . .
0.950 - MRt A2y outperforms all deep learning models with an accuracy of
. . . . . . . . . 98.79%. This significant enhancement signals the efficiency
A o Epich A T of ensemble-based learning in the representation of intricate
intrusion patterns and it shows the excellence of the RF model
Figure 5: Accuracy Graph of RF Model for accurate and real-time ID.
24 International journal of humanities and information technology, Volume 7, Issue 1 (2025)
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ConcLusioN AND FuTure WoRK

As networked systems have proliferated, and cyber-attacks
have become so complex, creating an accurate and reliable ID
mechanism has become a very important concern regarding
the safety of networks. This work used the NSL-KDD dataset
using RF classifier to assess a successful IDS. With a 96.2%
accuracy rate, 97% precision rate, 95% recall rate, and 96%
F1-score, the test results indicate that the RF model performed
exceptionally well, exhibiting a low false alarm rate and a high
detection rate. The analysis of accuracy and loss curves
verified that the learning behavior is steady and that good
generalization is attained. Additionally, the confusion matrix
was utilized to support the balanced categorization of normal
and attack traffic. Further, the RF model was compared with
MLP and LSTM models, which verified that the former model
had superior performance and the highest accuracy.

Future research can also entail the extension of the
framework to the multi-class intrusion classification of the
finer-grained attack identification instead of binary detection.
It might also be explored to use the advanced deep learning
architectures like hybrid CNNLSTM or transformer-based ones
to represent the complex temporal and spatial patterns of
attack. Besides, the model should be assessed on more recent
and real-time data, such as loT and cloud-based network
traffic, in order to enhance its empirical implementation.
They can be used to enhance interpretability and minimize
computational complexity by adding feature selection
methods and explainable Al (XAl).
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