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Abstract

Civil infrastructure worldwide is ageing faster than inspection regimes can track. Structural
health monitoring (SHM) — the continuous, sensor-based assessment of structural condition
— has long promised to replace episodic visual inspection with data-driven condition
awareness, and the Internet of Things (IoT) has finally made the promise economically
plausible: low-cost MEMS sensors, low-power wide-area networking, edge computing, and
cloud analytics together enable instrumented bridges, buildings, dams, and towers at a
fraction of the cost of first-generation wired systems. Yet the gap between pilot deployments
and sustained operational practice remains wide. This paper provides a systems-level review
of loT-enabled SHM organised around three layers. First, sensor architectures: we survey the
principal sensing modalities — vibration, strain, displacement, inclination, acoustic emission,
environmental, and vision-based sensing — and their placement logic, power characteristics,
and data profiles, consolidated in a reference table. Second, data pipelines: we trace the end-
to-end path from on-node signal conditioning and edge feature extraction through network
transport, time-synchronisation, cloud storage, and damage-identification analytics,
highlighting where the classical SHM literature’s statistical pattern-recognition paradigm
meets modern streaming architectures. Third, deployment challenges: we analyse the
obstacles that dominate real projects — energy autonomy, harsh-environment reliability,
synchronisation accuracy, data volume economics, environmental and operational variability
confounding damage signals, model validation without damage labels, and institutional
ownership of long-lived monitoring assets. We close with a deployment roadmap and
research agenda spanning self-powered sensing, edge intelligence, digital-twin integration,
and standardisation.
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1. Introduction

The world’s bridges, dams, tunnels, and towers are governed today largely as they were a
century ago: by periodic human inspection. Visual inspection is subjective, hazardous,
expensive, and — most importantly — episodic: it samples a structure’s condition at intervals
of months or years, while deterioration and damage accumulate continuously and sometimes
suddenly. High-profile structural failures have repeatedly exposed the cost of this mismatch,
and infrastructure agencies everywhere face the same arithmetic: stock is growing older,
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inspection budgets are not growing at all, and the consequences of missed deterioration are
unacceptable.

Structural health monitoring proposes the alternative: instrument the structure, measure its
response continuously, and infer condition from data. The concept predates the loT by
decades, but first-generation SHM systems — wired accelerometer arrays cabled to on-site
data acquisition cabinets — cost enough that only landmark structures received them. The
loT stack changes the economics end to end: MEMS-based sensors cost a few dollars rather
than thousands; wireless mesh and low-power wide-area networks eliminate cabling, often
the majority of installed cost; edge processors reduce raw data streams to transmittable
features; and cloud platforms supply storage and analytics without on-site infrastructure.
What has not changed is the difficulty of the underlying inference problem and the
operational realities of keeping electronics alive on outdoor concrete and steel for decades.
This paper reviews the field at systems level, asking not “can a structure be instrumented?"
— it demonstrably can — but "what architecture, pipeline, and institutional arrangements
make monitoring sustained and decision-relevant?" Sections 2—4 address sensor architectures,
data pipelines, and deployment challenges respectively; Section 5 offers a roadmap and
research agenda.

2. Sensor Architectures

2.1 Sensing Modalities and Placement Logic

SHM sensing divides into global and local strategies. Global methods — chiefly vibration-
based monitoring — treat the structure as a dynamic system whose modal properties (natural
frequencies, mode shapes, damping) shift with stiffness loss; a comparatively sparse
accelerometer array can, in principle, detect that something has changed anywhere in the
structure. Local methods — strain gauges at fatigue-critical welds, acoustic emission arrays
around known crack sites, displacement and inclination sensors at bearings and foundations
— interrogate specific, engineering-selected hotspots with high sensitivity. Mature
deployments combine both: global arrays for anomaly screening, local clusters where failure
modes are anticipated. Environmental sensing (temperature, humidity, wind) is not optional
instrumentation but analytically essential, because environmental effects on structural
response routinely exceed damage effects and must be measured to be removed. Vision-based
sensing — fixed cameras and periodic drone imagery processed for displacement fields and
surface defects — has emerged as a complementary non-contact modality, trading continuous
coverage for installation simplicity. Table 1 consolidates the modalities.

Table 1. Principal sensing modalities in l10T-enabled structural health monitoring

Modality Measured Typical Power / Data Primary Deployment
Quantity Placement Profile Challenges
Vibration Acceleration; Distributed over Moderate power; Time synchronisation across
(MEMS modal deck, towers, high-rate sampling; | nodes; noise floor of low-
accelerometers) | properties floors per modal heavy raw data cost MEMS; data volume
derived analysis unless edge-
reduced
Strain (foil, Local strain; Fatigue-critical Low power (point | Installation quality; long-
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Modality Measured Typical Power / Data Primary Deployment
Quantity Placement Profile Challenges

vibrating wire, | stress and members, welds, | sensors); fibre term drift; bonding

fibre-optic) fatigue rebar, anchorages | systems durability

accumulation

interrogator-bound;
modest data rates

Displacement / | Deflection, Bearings, Low rate, low Reference stability; GNSS
inclination settlement, expansion joints, | power; GNSS accuracy limits; slow-trend
(LVDT, GNSS, | rotation foundations, higher power versus event detection
tiltmeters) tower tops

Acoustic Stress-wave Dense local arrays | High bandwidth Distinguishing structural
emission bursts from around suspected | during events; events from ambient noise;

crack growth

or known defects

triggered capture
essential

sensor density cost

Environmental

Confounding

Distributed with

Very low power

Ensuring coverage of

(temperature, covariates structural sensors; | and rate thermal gradients that drive
humidity, meteorological response variation

wind) mast

Vision-based Displacement Vantage points; High data volume; | Lighting/weather robustness;

(fixed cameras,
UAV imagery)

fields; surface
defects;
geometry
change

periodic flight
paths

episodic; edge
inference
increasingly used

registration across epochs;
bandwidth

2.2 Node and Network Architecture

A contemporary l10T-SHM node integrates sensing, conditioning, an edge processor, storage,
radio, and a power subsystem (battery, energy harvesting, or both). Architectural choice is
dominated by the sampling-rate/power/range triangle: high-rate vibration sensing favours
short-range mesh radios feeding a gateway, while low-rate strain, tilt, and environmental
measurements suit low-power wide-area networks that trade bandwidth for kilometre-scale
range and multi-year battery life. Hybrid topologies — high-rate clusters aggregated at
gateways, sparse long-range telemetry for slow channels — are increasingly the norm on
large structures. Time synchronisation deserves emphasis as an architectural (not incidental)
requirement: mode-shape identification depends on cross-node phase coherence at
millisecond or better accuracy, which wireless networks must supply through explicit
synchronisation protocols or GNSS disciplining.

3. Data Pipelines

The end-to-end pipeline runs: on-node conditioning (anti-aliasing, calibration) — edge
processing — transport — ingestion and time-series storage — analytics — decision
interfaces. The pivotal stage is edge processing. Transmitting raw high-rate vibration data
from every node is energetically and economically untenable; viable systems compute
features on-node — spectral estimates, modal indicators, statistical descriptors, exceedance
triggers — and transmit features routinely, raw windows on trigger or on demand. This
design also embodies the field’s central analytical paradigm: damage identification as
statistical pattern recognition, in which features sensitive to damage are tracked against a
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baseline of normal variation. The pipeline’s analytics layer therefore has two indispensable
components beyond feature tracking: environmental and operational compensation, which
models and removes the response variation induced by temperature, traffic, and wind before
anomaly detection is attempted; and novelty detection under label scarcity, since real
structures supply abundant healthy-state data and (fortunately) almost no labelled damage
data, pushing methods toward one-class and semi-supervised formulations validated on
simulated or historical damage cases. Downstream, results must land in asset-management
systems as inspection-prioritisation and alerting information — the pipeline’s success
criterion is a maintenance decision changed, not a dashboard rendered.

4. Deployment Challenges

Field experience across the literature converges on a consistent challenge set. Energy
autonomy: decade-scale operation on structures without power distribution forces aggressive
duty-cycling, harvesting (solar, vibration, thermal), and honest maintenance budgeting for
battery replacement campaigns. Environmental hardening: sensors and radios must survive
vibration, moisture ingress, UV, icing, lightning exposure, and vandalism; enclosure and
mounting engineering frequently determines system lifetime more than electronics choice.
Synchronisation and data quality: drift, dropouts, and node failures are continuous facts of
life, and pipelines must detect and flag degraded data before it contaminates baselines.
Confounding variability: the best-documented failure mode of SHM analytics is mistaking
environmental response variation for damage (or masking damage within it); compensation
modelling is not an enhancement but a precondition of credible alerting. Validation without
damage: since one cannot damage a live bridge to test the alarm, validation rests on
numerical models, laboratory specimens, monitored controlled interventions, and cross-
structure transfer — an epistemic limitation that alert thresholds and communicated
confidence must reflect. Data economics: multi-year, multi-node deployments generate
volumes whose storage and egress costs recur annually; retention policy (features forever,
raw data on rolling windows and events) is a financial design decision. Institutional
sustainability: the quiet killer of SHM projects is ownership — systems commissioned as
research pilots or capital-project add-ons decay when no operational budget line, staff role, or
data-governance arrangement carries them; procurement should specify monitoring as a
service with availability obligations, not as equipment delivery.

5. Deployment Roadmap and Research Agenda

For agencies and owners, the review implies a staged roadmap: begin with a decision-led
design (which failure modes, which decisions, which alert recipients), instrument a pilot
structure with hybrid global-local sensing and explicit environmental coverage, operate
through at least one full seasonal cycle to establish compensated baselines before enabling
alerts, and only then scale across the portfolio with standardised node kits and a monitoring-
as-a-service operating model. For researchers, four directions dominate. Self-powered and
battery-free sensing — harvesting-driven, intermittently computing nodes — would remove
the maintenance constraint that currently dominates lifecycle cost. Edge intelligence — on-
node anomaly screening and compressed learning under severe energy budgets — would cut
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transport costs further while improving event capture. Digital-twin integration — coupling
monitoring pipelines to continuously updated structural models — promises to convert
anomaly detection into damage localisation and prognosis, the levels of the SHM hierarchy
that remain hardest in practice. Standardisation — of data formats, metadata, synchronisation
requirements, and validation reporting — is the unglamorous enabler of cross-structure
learning and of a competitive vendor ecosystem; its absence currently locks owners into
proprietary silos and prevents the field’s deployments from accumulating into shared
evidence.

6. Conclusion

loT technologies have dismantled the cost barrier that confined structural health monitoring
to landmark structures, but cost was never the only barrier. This review has argued that
sustained, decision-relevant monitoring is a systems achievement spanning three layers:
sensor architectures that combine global vibration screening with local hotspot interrogation
and treat environmental sensing and time synchronisation as first-class requirements; data
pipelines built around edge feature extraction, environmental compensation, and novelty
detection under label scarcity; and deployment practices that engineer for energy,
environment, data economics, and — above all — institutional ownership across decades.
The technology stack is ready; the remaining work is integrative and organisational.
Infrastructure owners who approach SHM as a long-lived operational service anchored to
named decisions, rather than as an instrumentation purchase, will be the first to realise what
the field has promised since its inception: infrastructure that reports its own condition, and
maintenance directed by evidence rather than by calendar.
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