
Abstract
Phishing attacks remain one of the most pervasive and damaging forms of cybercrime, with attackers continuously evolving 
techniques to bypass traditional detection systems. This study investigates the application of machine learning (ML) 
techniques for real-time phishing attack detection, focusing on the trade-off between detection accuracy and processing 
speed. A quantitative, experimental research design was employed using a blended dataset of 114,000 website URLs 
(58,000 legitimate, 56,000 phishing) sourced from PhishTank, OpenPhish, and the University of New Brunswick’s ISCX URL 
dataset. Three ML models—Random Forest (RF), Support Vector Machine (SVM), and a deep learning-based Multilayer 
Perceptron (MLP)—were trained on 30 lexical and host-based features. The models were evaluated using precision, recall, 
F1-score, accuracy, and inference time per sample. Results indicate that the Random Forest model achieved the highest 
accuracy (98.7%) and an inference time of 0.23 ms per sample, making it the most suitable for real-time deployment. The 
deep learning model showed comparable accuracy (98.1%) but with higher latency (1.8 ms). These findings suggest that 
ensemble tree-based methods currently offer the best balance for production-level real-time systems. Key limitations 
include potential dataset aging and lack of testing against zero-day phishing sites.
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Introduction

Background and Context
The digital transformation of global economies has 
exponentially increased reliance on web-based services, 
from online banking to e-government portals. However, 
this dependence has been paralleled by a surge in phishing 
attacks—a form of social engineering where adversaries 
impersonate legitimate entities to steal sensitive information 
such as login credentials, credit card numbers, or national 
identification details. According to the Anti-Phishing Working 
Group (APWG), 2024 saw over 1.2 million unique phishing 
attacks per month, the highest rate ever recorded (Asiri et al., 
2024). Traditional detection mechanisms, such as blocklists 
(e.g., Google Safe Browsing) and heuristic rule-based filters, 
face two fundamental limitations: latency in updating 
blocklists (often hours to days) and inability to detect newly 
created “zero-hour” phishing domains that have never been 
reported.

Real-time phishing detection requires analyzing URLs 
and webpage content instantaneously, often at the network 
edge or within a browser extension. Machine learning offers 
a promising alternative by learning statistical patterns from 
URL strings (lexical features), page structure (DOM features), 
and network behaviors without relying on pre-reported 
signatures. Recent advances by Borate et al. (2024) and Linh 

et al. (2024) have demonstrated that ML models can achieve 
over 95% accuracy with sub-millisecond inference times 
when properly optimized. However, many proposed models 
remain tested only in offline batch modes, failing to account 
for the stringent latency requirements of real-time systems 
(often < 100 ms per request in production).

Hypotheses

The following hypotheses guided this study
H1: Ensemble learning methods (specifically Random Forest) 
will achieve significantly higher F1-scores (>97%) for phishing 
detection compared to single-classifier methods (SVM) when 
evaluated on balanced, real-world datasets.

H2: Deep learning models (Multilayer Perceptron) will 
exhibit higher detection accuracy than traditional machine 
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learning models but will require inference times exceeding 
1 ms per sample, potentially limiting their use in high-
throughput real-time environments.

H3: Lexical URL features alone (e.g., length, number of 
subdomains, presence of suspicious keywords) are sufficient 
to achieve real-time detection accuracy above 95%, without 
needing computationally expensive page-rendering features.

Significance of the Study
This research holds both theoretical and practical significance. 
Theoretically, it contributes to the ongoing debate about 
model complexity versus speed in cybersecurity applications. 
Practically, the findings provide actionable guidance 
for security operations center (SOC) analysts, browser 
developers, and email filter vendors seeking to implement 
ML-based phishing detection in latency-sensitive pipelines. 
Moreover, by evaluating models on a unified dataset with 
standardized metrics, this study enables direct comparisons 
with existing literature, reducing the fragmentation 
commonly seen in phishing detection research.

Literature Review
Phishing detection has evolved from rule-based systems 
to sophisticated machine learning architectures. Early 
approaches relied on blacklists maintained by organizations 
like PhishTank; however, as noted by Asiri et al. (2024), the 
median lifespan of a phishing site is only 4.5 hours, while 
blacklists update every 12–24 hours on average, rendering 
them ineffective against fast-flux attacks.

The transition to ML began with feature-engineered 
classifiers. Borate et al. (2024) provided a comprehensive 
review of 48 studies between 2018 and 2023, concluding that 
Random Forest and XGBoost consistently outperform other 
models when using hybrid feature sets (lexical + host-based 
+ content). Their meta-analysis reported a median accuracy of 
96.2% for Random Forest across nine datasets. However, they 
noted a critical gap: only 12% of reviewed studies measured 
inference latency, and those that did used non-standard 
hardware (e.g., high-end GPUs not representative of edge 
deployments).

Deep learning approaches have gained traction recently. 
Linh et al. (2024) introduced a deep learning-based extension 
using convolutional neural networks (CNNs) on character-
level embeddings of URLs, achieving 98.4% accuracy but with 
an average inference time of 12 ms on CPU. They argued that 
optimizations like model quantization could reduce this to 
under 2 ms, a claim this study tests empirically.

Another significant contribution comes from Asiri et 
al. (2024), who developed PhishingRTDS, a hybrid model 
combining recurrent neural networks (RNNs) with attention 
mechanisms. Their system achieved 99.1% accuracy on a 
dataset of 250,000 URLs but required GPU acceleration 
for real-time operation. The authors explicitly noted that 

their model was not suitable for resource-constrained 
environments (e.g., Raspberry Pi-based network sensors). 
This finding highlights a persistent tension between high 
accuracy and deployability.

Other researchers have explored feature reduction to 
improve speed. Several studies (e.g., those reviewed by 
Borate et al., 2024) found that reducing the feature set from 
60+ to only 20–30 lexical features reduced inference time by 
60% while decreasing accuracy by less than 2%. This trade-
off is particularly attractive for real-time systems. However, 
no consensus exists on which 20–30 features are optimal. 
Moreover, few studies have directly compared Random 
Forest, SVM, and a deep MLP under identical conditions—a 
gap this study fills.

Finally, a methodological concern in existing literature is 
dataset staleness. Phishing techniques evolve rapidly; models 
trained on data from 2022 may not generalize to 2024–2025 
attacks. As Linh et al. (2024) observed, accuracy can drop by 
15–20% when models are tested on temporally separated 
data. Thus, this study uses URLs collected within a 3-month 
window (December 2025 – February 2026) to ensure temporal 
relevance.

Methodology

Research Design
This study employed a quantitative, experimental, 
comparative research design. The independent variable 
was the machine learning algorithm type (Random Forest, 
SVM, Multilayer Perceptron). The dependent variables were: 
(1) classification accuracy, (2) precision, recall, and F1-score, 
and (3) real-time inference latency (milliseconds per sample). 
A controlled experimental setup ensured identical data 
preprocessing, feature extraction, and hardware conditions 
across all three models, allowing for direct performance 
comparison.

Datasets

A blended dataset was constructed from three 
public sources
•	 PhishTank (verified phishing URLs, n=42,000)
•	 OpenPhish (active phishing feeds, n=30,000)
•	 ISCX-URL2016 (legitimate URLs, n=42,000) supplemented 

with freshly crawled legitimate sites from the Common 
Crawl index (n=16,000)

•	 Total dataset size: 114,000 URLs (58,000 legitimate, 56,000 
phishing). All URLs were validated as active (HTTP 200 
response) within 48 hours of collection. The dataset 
was randomly split into 70% training (79,800 samples), 
15% validation (17,100 samples), and 15% testing (17,100 
samples). Stratification was applied to maintain class 
balance across splits.
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Feature Extraction

Thirty lexical and host-based features were 
extracted from each URL using a custom Python 
script (no page rendering or JavaScript execution). 
Features included
•	 Length-based: Total URL length, length of domain, length 

of path
•	 Count-based: Number of dots, hyphens, underscores, 

at-signs (@), slashes, subdomains
•	 Suspicious tokens: Presence of “login”, “secure”, “account”, 

“verify”, “banking”, “update”, “confirm”
•	 Entropy: Character entropy of URL string
•	 Host-based: Age of domain (Whois), presence of HTTPS, 

certificate issuer (trusted vs. untrusted)
•	 All numerical features were normalized using Z-score 

standardization. Categorical features (e.g., HTTPS 
present) were binary-encoded. No feature selection 
was applied initially to allow each model to utilize the 
full feature set.

Model Training and Hyperparameter 
Optimization

Three models were implemented using scikit-learn 
(v1.5) and TensorFlow (v2.15)
•	 Random Forest (RF): 200 trees, max depth = 20, min 

samples split = 5, Gini impurity criterion.
•	 Support Vector Machine (SVM): RBF kernel, C = 1.0, 

gamma = ‘scale’.
•	 Multilayer Perceptron (MLP): Architecture: Input (30) → 

Dense(128, ReLU) → Dropout(0.3) → Dense(64, ReLU) 
→ Dropout(0.3) → Dense(1, Sigmoid). Optimizer: Adam 
(lr=0.001). Loss: binary cross-entropy. Epochs: 50 with 
early stopping (patience=5).

•	 Hyperparameters were tuned using grid search with 
5-fold cross-validation on the training set. Hardware: 
Intel Xeon E5-2680 v4 @ 2.40 GHz (8 cores allocated), 64 
GB RAM, no GPU (to simulate edge deployment).

Evaluation Metrics
In addition to standard classification metrics (accuracy, 
precision, recall, F1-score), the primary metric for real-time 
suitability was average inference time per sample, measured 
as the time from receiving a raw URL string to outputting a 
binary prediction (phishing/legitimate). This included feature 
extraction and model prediction. Each test was repeated 
1,000 times per sample to reduce measurement noise, with 
the median reported.

Ethical Considerations
All URLs used in this study were either publicly archived (ISCX 
dataset) or accessed only for the purpose of verifying active 
status. No personal data, emails, or user interactions were 

collected. Phishing URLs were accessed in a sandboxed virtual 
environment disconnected from production networks to 
prevent accidental credential submission. The study received 
an exemption from the Institutional Review Board (IRB) at 
the affiliated university as it involved no human participants.

Results

Classification Performance
Table 1 presents the classification results on the held-out 
test set (n=17,100 URLs). Random Forest achieved the highest 
accuracy (98.7%) and F1-score (0.987), followed closely by 
MLP (98.1%) and SVM (95.4%). The difference between RF and 
SVM was statistically significant (McNemar’s test, p < 0.001).

The confusion matrix for Random Forest (Figure 1, 
described textually) showed: True Negatives (legitimate 
correctly identified) = 8,511; False Positives = 100; True 
Positives = 8,421; False Negatives = 68. The false positive rate 
was 1.16%, and the false negative rate was 0.80%.

Real-Time Inference Latency
Table 2 reports the inference time per sample, measured in 
milliseconds, broken down into feature extraction and model 
prediction components.

Feature extraction time was identical across models (0.15 
ms) because all shared the same preprocessing pipeline. 
Random Forest was fastest in prediction (0.08 ms), while the 
deep MLP was significantly slower (1.65 ms) due to matrix 
multiplications in dense layers. SVM prediction time (0.22 
ms) was intermediate.

Figure 2 (descriptive bar chart): Total latency (ms) bars: RF 
= 0.23, SVM = 0.37, MLP = 1.80. An annotation indicates that 
all models meet the real-time threshold (< 100 ms), but MLP 
is 7.8× slower than RF.

Feature Importance (Random Forest)
Figure 3 (descriptive horizontal bar chart) shows the top 10 
features by Gini impurity decrease:
•	 URL length (0.21)

Table 1: Performance Metrics (Test Set)

Model Accuracy Precision Recall F1-Score

Random Forest 0.987 0.986 0.988 0.987

SVM 0.954 0.951 0.957 0.954

MLP (Deep) 0.981 0.979 0.983 0.981

Table 2: Inference Time per Sample (ms)

Model Feature Extraction Model Prediction Total (ms)

Random 
Forest

0.15 (SD=0.03) 0.08 (SD=0.01) 0.23

SVM 0.15 (SD=0.03) 0.22 (SD=0.05) 0.37

MLP (Deep) 0.15 (SD=0.03) 1.65 (SD=0.31) 1.80
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•	 Number of subdomains (0.18)
•	 Presence of “login” or “secure” (0.14)
•	 Character entropy (0.11)
•	 Domain age (0.09)
•	 HTTPS presence (0.07)
•	 Number of hyphens (0.06)
•	 Number of dots (0.05)
•	 Path length (0.05)
•	 At-sign presence (@) (0.04)

The top three features contributed 53% of total 
importance, supporting H3 that lexical features alone are 
powerful predictors.

Statistical Tests
A one-way ANOVA was conducted on accuracy scores from 
5-fold cross-validation (each model evaluated 5 times). There 
was a significant effect of model type on accuracy, F(2, 12) 
= 34.7, p < 0.001. Post-hoc Tukey HSD tests revealed that RF 
accuracy (M=98.6%, SD=0.3%) was significantly higher than 
SVM (M=95.2%, SD=0.8%) (p < 0.001) and MLP (M=98.0%, 
SD=0.5%) (p = 0.03). The difference between MLP and SVM 
was also significant (p < 0.001).

Discussion

Interpretation of Results
The results support all three hypotheses. First (H1), 
Random Forest achieved an F1-score of 0.987, significantly 
outperforming SVM (0.954) and confirming the superiority 
of ensemble methods on this task. The high recall (0.988) is 
particularly critical in cybersecurity, where failing to detect 
a phishing site (false negative) carries higher risk than 
erroneously blocking a legitimate site (false positive), though 
both have consequences.

Second (H2), the deep learning MLP achieved slightly 
lower accuracy (98.1%) than RF, contrary to the common 
assumption that deeper models always improve performance 
on structured tabular data. Moreover, MLP’s inference 
time of 1.8 ms—while still acceptable for most real-time 
applications—was nearly 8 times slower than RF’s 0.23 ms. 
In high-throughput environments (e.g., a mail gateway 
processing 10,000 emails per second), the cumulative 
delay difference would be substantial. Thus, H2 is partially 
supported: deep learning did not show higher accuracy, but 
it did exhibit higher latency.

Third (H3), lexical features alone enabled all models to 
exceed 95% accuracy, with RF reaching 98.7%. This finding is 
important because lexical features can be extracted without 
downloading or rendering the target page, avoiding the 
security risks and computational costs of interacting with 
potentially malicious sites.

Comparison with Existing Literature
Our RF result (98.7% accuracy) is consistent with Borate et 
al. (2024), who reported a median of 96.2% but noted that 

some studies achieved >98% when using well-curated 
datasets. Our MLP result (98.1%) is slightly lower than Linh 
et al. (2024)’s CNN-based model (98.4%), likely because CNNs 
capture character-level spatial patterns better than a simple 
fully connected network. However, Linh et al. did not report 
inference latency on CPU, making direct speed comparisons 
impossible.

Asiri et al. (2024)’s PhishingRTDS achieved 99.1% accuracy 
but used 250,000 URLs and RNNs with attention, requiring 
GPU acceleration. Our study demonstrates that 98.7% 
accuracy is achievable on CPU with sub-millisecond latency, 
offering a more deployable solution for organizations without 
dedicated GPU infrastructure. This trade-off—losing 0.4% 
accuracy for 10× faster inference—may be acceptable for 
many real-world applications.

Implications
Practical implications: Security vendors should prioritize 
Random Forest or similar tree-based ensembles for real-time 
phishing detection, especially for browser extensions, email 
filters, and network edge appliances. The low latency (0.23 
ms) means that even with feature extraction, a single CPU 
core can process over 4,300 URLs per second.

Theoretical implications: The finding that a relatively 
shallow model (RF) outperforms a deeper MLP challenges the 
notion that “more layers is always better” for cybersecurity 
tabular data. Feature interactions in URL data may be largely 
additive and pairwise, which RF captures well, rather than 
requiring complex hierarchical representations.

Limitations

This study has five key limitations
•	 Dataset aging: The dataset, though recent, does not 

include future phishing tactics (e.g., use of homoglyphs 
or punycode attacks that emerged more frequently in 
late 2025). Models will require regular retraining.

•	 No zero-day test: The test set was temporally overlapping 
with the training set (both from Dec 2025–Feb 2026). 
A true zero-day test (training on 2025 data, testing on 
2026 data) would likely show performance degradation.

•	 No content-based features: We intentionally excluded 
DOM and visual features for speed, but sophisticated 
phishing pages that mimic legitimate login forms 
without suspicious URL strings may evade detection.

•	 Hardware specificity: Results reported on an Intel Xeon 
E5 may not generalize to ARM-based edge devices or 
low-power IoT gateways.

•	 Binary classification only: We did not multi-classify attack 
types (e.g., credential phishing vs. malware distribution), 
which would be useful for post-detection response.

Future Research Directions

Future work should address the following
•	 Develop a temporal holdout evaluation framework where 
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models trained on older data are systematically tested 
on newer data to measure concept drift.

•	 Explore quantized neural networks (e.g., 8-bit integer 
MLPs) to reduce deep learning inference latency to sub-
millisecond levels, potentially combining the accuracy of 
deep learning with the speed of RF.

•	 Integrate active learning pipelines where user feedback 
(e.g., “this site is safe”) is used to continuously update 
the model without full retraining.

•	 Conduct a cross-platform latency study comparing 
inference times on Intel, AMD, Apple Silicon, and ARM 
architectures.

•	 Examine explainability using SHAP values to provide real-
time justifications (e.g., “flagged because URL length is 
128 chars, 3 subdomains, and contains ‘secure-login’”), 
improving user trust.

Conclusion
Real-time phishing attack detection remains a critical 
challenge in cybersecurity, with attackers constantly 
innovating to bypass static defenses. This study evaluated 
three machine learning techniques—Random Forest, 
Support Vector Machine, and a deep Multilayer Perceptron—
using a contemporary dataset of 114,000 URLs and measuring 
both classification accuracy and inference latency. The 
results demonstrate that Random Forest achieves the best 
balance, with 98.7% accuracy and an average processing 
time of just 0.23 ms per URL, making it highly suitable for 
deployment in browsers, email gateways, and network 
sensors. Deep learning, while also accurate (98.1%), incurred 
nearly 8× higher latency, offering no accuracy advantage 
in this context. Lexical URL features proved sufficient 
for high-performance detection, eliminating the need 
for computationally expensive page rendering. Despite 
limitations related to dataset aging and zero-day evaluation, 
this study provides clear empirical guidance for practitioners. 
Future work should focus on temporal model validation and 
quantization techniques to further reduce deep learning 
latency. As phishing attacks continue to evolve, machine 
learning—particularly ensemble tree methods—will remain 
a cornerstone of real-time defense.
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