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ABSTRACT

The rapid expansion of cloud computing, Internet of Things (IoT) devices, remote work, application programming interfaces,
and interconnected digital infrastructures has significantly increased the complexity of modern cybersecurity. Conventional
security approaches that depend primarily on static rules, periodic assessments, and human intervention are increasingly
challenged by rapidly evolving and automated cyber threats. This paper examines an adaptive cybersecurity automation
framework that integrates agentic artificial intelligence (Al), zero-trust architecture, and continuous risk assessment to
improve organizational cyber resilience. Agentic Al can support autonomous security monitoring, threat analysis, decision-
making, and response by coordinating multiple security functions according to defined objectives and constraints. Zero-trust
architecture complements this capability by continuously validating identities, devices, applications, and access requests
rather than assuming implicit trust based on network location. Continuous risk assessment further enables security controls
to respond dynamically to changes in user behavior, system configurations, vulnerabilities, and threat intelligence. The
proposed approach conceptualizes cybersecurity as a continuously adaptive process rather than a collection of isolated
preventive controls. The study develops a qualitative research methodology based on systematic literature analysis,
conceptual framework development, and comparative evaluation of existing cybersecurity approaches. The research
identifies opportunities and challenges associated with autonomous security operations, including explainability, false
positives, adversarial manipulation, privacy, governance, and human oversight. The framework demonstrates how agentic
automation can be aligned with zero-trust principles to support proactive, risk-sensitive, and context-aware cybersecurity
management.

Keywords: Agentic Al, Cybersecurity Automation, Zero Trust Architecture, Continuous Risk Assessment, Artificial Intelligence,
Threat Detection, Security Operations, Adaptive Security, Risk Management, Cyber Resilience

International journal of humanities and information technology (2025)

INTRODUCTION

The digital transformation of organizations has fundamentally
changed the nature of cybersecurity. Enterprise networks
are no longer limited to controlled physical environments;
instead, they encompass cloud platforms, mobile endpoints,
software-as-a-service applications, Internet of Things devices,
remote users, application programming interfaces, and
distributed workloads. This expansion has increased the
number of potential attack surfaces and made traditional
perimeter-oriented security models less effective.
Cybersecurity teams must increasingly address threats that
emerge across multiple environments and change faster
than conventional security policies can be updated. At the
same time, organizations generate enormous quantities of
security telemetry from endpoints, networks, applications,
identity systems, and cloud infrastructure. Human analysts
may struggle to examine these data streams continuously
and identify meaningful relationships between apparently
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unrelated security events. Consequently, cybersecurity
automation has become an important area of research,
particularly through the application of artificial intelligence
and machine learning to security monitoring and incident
response.

Agentic Al introduces an additional dimension to this
development by enabling Al-based systems to perform
sequences of actions toward specified objectives rather
than merely producing isolated predictions or classifications.
In cybersecurity, an agentic system can potentially collect
security information, interpret contextual evidence,
identify suspicious behavior, prioritize risks, recommend
or execute response actions, and evaluate the results of
those actions. However, autonomous decision-making also
introduces significant risks. An Al agent operating with
excessive privileges could amplify an incorrect decision,
while manipulated inputs could cause inappropriate
security actions. Therefore, autonomous cybersecurity
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cannot be considered independently from architectural
principles governing identity, authorization, accountability,
and risk management. Zero-trust architecture provides a
complementary security model because it rejects implicit
trust and emphasizes continuous verification of users,
devices, workloads, and access requests. Its principles can
provide important boundaries within which Al-driven
security automation operates.

LiTERATURE REVIEW

Continuous risk assessment provides the third component
of an adaptive cybersecurity model. Instead of treating risk
assessment as an occasional compliance exercise, continuous
assessment evaluates changing information about assets,
vulnerabilities, identities, behaviors, threats, and business
context. This enables security decisions to reflect current
conditions rather than historical assumptions. Integrating
agentic Al with zero trust and continuous risk assessment
therefore creates a conceptual foundation for cybersecurity
systems capable of adapting to changing environments. The
purpose of this research is to examine how these technologies
can beintegrated into an adaptive cybersecurity automation
framework, identify their potential benefits and limitations,
and establish methodological foundations for evaluating
such a framework. The study particularly considers the
balance between autonomous response and human
oversight, emphasizing that automation should operate
within clearly defined governance, authorization, and
accountability mechanisms.

The cybersecurity literature has increasingly moved
from perimeter-based protection toward risk-based and
identity-centered security models. Earlier enterprise security
architectures frequently relied on network boundaries,
firewalls, intrusion detection systems, and predefined
access-control rules. Although these controls remain
relevant, modern distributed environments have weakened
the assumption that a clearly defined internal network can
be considered trustworthy. Zero-trust security emerged in
response to this challenge, emphasizing that access should be
explicitly authorized and continuously evaluated according
to identity, device condition, resource sensitivity, contextual
information, and policy. Contemporary zero-trust guidance
consequently treats identity, authentication, authorization,
device security, application security, data protection, visibility,
and continuous monitoring as interconnected components
rather thanisolated controls. This shift is particularly relevant
to adaptive cybersecurity because continuous verification
provides a mechanism through which changing risk
conditions can influence access decisions.

Artificial intelligence and machine learning have also
become prominentin cybersecurity research. Existing studies
have investigated anomaly detection, malware classification,
intrusion detection, phishing identification, user-behavior
analytics, vulnerability prioritization, and automated incident
response. Machine-learning systems can identify patterns
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across large datasets that may be difficult to detect using
conventional signature-based techniques. However, research
also identifies limitations including biased or incomplete
training data, adversarial attacks, concept drift, explainability
problems, false positives, and difficulties in transferring
laboratory performance to operational environments.
These limitations indicate that Al should not simply replace
security analysts. Instead, effective cybersecurity automation
requires mechanisms for validating Al outputs, incorporating
contextual information, constraining actions, and escalating
uncertain cases to human personnel.

REseARCH METHODOLOGY

Recent research on autonomous or agentic Al extends
conventional Al-assisted security by emphasizing goal-
directed reasoning, tool use, planning, and interaction
with external systems. In a security operations context, an
agent may coordinate multiple tasks such as querying logs,
correlating indicators of compromise, examining endpoint
information, consulting threat-intelligence sources, and
initiating predefined response procedures. This capability
can potentially reduce repetitive workload and shorten
response times. Nevertheless, autonomous security agents
create new attack and governance surfaces. Prompt
manipulation, compromised tools, excessive permissions,
incorrect reasoning, data leakage, and cascading automated
actions can produce consequences that differ substantially
from those of conventional machine-learning models.
Consequently, agentic cybersecurity requires strong
authorization boundaries and monitoring mechanisms.

Continuous risk assessment is therefore increasingly
relevant to the integration of Al and zero trust. Rather than
assigning permanent trust to a user, device, or application,
an adaptive framework can combine identity information,
authentication strength, device posture, vulnerability
information, behavioral indicators, asset criticality, threat
intelligence, and current activity to estimate changing
risk. The resulting assessment can inform decisions such
as requiring additional authentication, reducing privileges,
isolating an endpoint, increasing monitoring, or requesting
human approval. The literature consequently suggests that
cybersecurity is moving toward architectures that combine
continuous visibility, contextual decision-making, automated
response, and human governance. However, a significant
research gap remains in developing integrated conceptual
approaches that explicitly connect agentic Al capabilities with
zero-trust enforcement and continuous risk evaluation. This
study addresses that gap by treating the three components
as mutually reinforcing elements of a single adaptive
cybersecurity automation model.

The research methodology adopts a qualitative,
conceptual, and literature-based design to examine the
integration of agentic Al, zero-trust architecture, and
continuous risk assessment within adaptive cybersecurity
automation. The first stage involves defining the principal
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constructs and their relationships. Agentic Alis operationalized
as an Al-enabled capability that can perceive security
information, reason about a defined security objective,
use authorized tools, execute or recommend actions, and
evaluate outcomes. Zero-trust architecture is treated as
an access-control and security-governance model based
on explicit verification, least-privilege access, continuous
monitoring, and contextual authorization. Continuous risk
assessment is defined as the repeated evaluation of changing
technical, behavioral, environmental, and organizational
information to determine the current level of cybersecurity
risk. Adaptive cybersecurity automation represents the
dependent conceptual outcome, referring to the capacity
of security controls and response processes to adjust
appropriately to changing threats and risk conditions. These
definitions establish analytical boundaries and prevent
the study from treating Al, zero trust, and risk assessment
as unrelated technological concepts. The conceptual
model assumes that security telemetry provides inputs to
the risk-assessment process; risk information contributes
contextual evidence to Al-based decision-making; zero-trust
policies constrain access and possible actions; and agentic
automation coordinates detection, investigation, response,
and reassessment. The model also introduces human
oversight as a governance layer rather than an optional
component. Human analysts can establish objectives,
approve high-impact actions, review uncertain decisions,
modify policies, and investigate failures. This approach
recognizes that the effectiveness of cybersecurity automation
cannot be evaluated solely by technical detection accuracy.
It must also account for authorization, explainability,
operational reliability, and consequences of incorrect actions.

The second methodological stage consists of a structured
literature analysis. Relevant academic and professional
literature is examined across five analytical dimensions:
Al-enabled cybersecurity, agentic or autonomous systems,
zero-trust architecture, continuous risk assessment, and
automated security operations. Literature is selected
according to relevance to the research objectives, conceptual
clarity, methodological transparency, and contribution to
cybersecurity practice or theory. The analysis emphasizes
peer-reviewed research, recognized cybersecurity
frameworks, technical standards, and authoritative
institutional publications. Each source is reviewed to identify
its principal objective, technological approach, security
context, reported advantages, limitations, and implications
for adaptive automation. A thematic coding approach is then
applied to organize findings into recurring categories. The
first category concerns detection and prediction, including
anomaly detection, behavioral analytics, threat classification,
and vulnerability identification. The second concerns
decision-making, including risk prioritization, contextual
authorization, and response selection. The third concerns
automated action, including containment, credential
control, endpointisolation, policy modification, and incident
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orchestration. The fourth concerns governance, including
explainability, accountability, privacy, human oversight,
and authorization boundaries. The fifth concerns resilience,
including adversarial robustness, system recovery, failure
handling, and the ability to maintain secure operations during
uncertain conditions. The literature analysis does not assume
thatincreased automation automatically produces improved
security. Instead, it evaluates both enabling conditions and
constraints. Particular attention is given to the possibility that
Al systems may generate false positives or false negatives,
that security data may contain biases or gaps, and that
autonomous agents may act on incomplete information.
This stage consequently establishes an evidence-based
foundation for the subsequent conceptual framework.
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The third stage develops and evaluates the proposed adaptive
cybersecurity automation framework through a set of
interconnected functional layers. The first layer is the security-
telemetry layer, which aggregates information from identity
providers, endpoints, networks, cloud services, applications,
vulnerability scanners, security information and event
management platforms, and threat-intelligence sources. The
second layer is the continuous risk-assessment layer, which
transforms heterogeneous observations into contextual risk
information. Risk can be considered through variables such
as asset criticality, vulnerability severity, identity assurance,
device posture, behavioral deviation, threat indicators,
exposure, and potential business impact. The third layer is the
agentic reasoning layer, where authorized Al agents interpret
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riskinformation, correlate events, investigate anomalies, and
determine possible response pathways. Multiple specialized
agents can be conceptually assigned different responsibilities,
such as detection, investigation, threat-intelligence analysis,
vulnerability assessment, and response coordination. The
fourth layer is the zero-trust policy-enforcement layer, which
ensures that agent actions and user or system access remain
within predefined authorization boundaries. The fifth layer
is the response and recovery layer, where approved actions
are implemented and their consequences monitored. Finally,
a feedback mechanism returns post-response information
to the risk-assessment process so that the system can
reassess the environment. Evaluation of the framework is
conducted conceptually using criteria including detection
responsiveness, contextual decision-making, reduction of
repetitive analyst workload, policy consistency, adaptability
to changing risk, explainability, false-action exposure, and
human-control requirements. Scenario-based analysis
can further examine representative situations such as a
compromised endpoint attempting to access a sensitive
application, an unusual privileged-account login, exploitation
of a newly identified vulnerability, or suspicious activity across
multiple cloud workloads. For each scenario, the framework is
assessed according to how information flows from detection
torisk evaluation, agentic reasoning, authorization, response,
and reassessment. This approach allows the study to examine
not only whether an automated response is technically
possible but also whether the response is appropriately
constrained and proportionate to the available evidence.
The fourth methodological stage synthesizes the findings
into research implications, limitations, and validation
requirements. The study compares the proposed integrated
approach with conventional rule-based automation
and isolated Al-based security tools in order to identify
conceptual differences in adaptability, contextual awareness,
authorization, and governance. Rather than assuming
that the integrated framework is universally superior, the
analysis identifies conditions under which automation
may be beneficial and conditions under which human
intervention remains necessary. High-confidence, low-impact
actions may be suitable for automated execution when
policies and permissions are explicitly defined, whereas
ambiguous or potentially disruptive actions may require
human approval. The methodology therefore incorporates a
human-in-the-loop principle into the evaluation framework.
Reliability is examined through the possibility of incorrect
recommendations, incomplete telemetry, unavailable
security services, adversarial manipulation, and conflicting
policy requirements. Security is also evaluated recursively:
the Al agent itself is treated as an asset requiring identity
controls, least-privilege permissions, logging, monitoring,
validation, and protection against manipulation. Privacy
considerations are incorporated because continuous
monitoring can involve sensitive information about users
and organizational activities. The research acknowledges
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that a conceptual literature-based study cannot establish
operational performance without empirical deployment.
Therefore, future validation should involve controlled
experiments, simulated enterprise environments, red-
team exercises, benchmark datasets, and longitudinal
evaluation. Metrics could include mean time to detect,
mean time to respond, false-positive and false-negative
rates, percentage of incidents resolved automatically,
frequency of inappropriate actions, analyst workload, policy
violations, and recovery time. Qualitative measures such
as analyst trust, interpretability, usability, and governance
effectiveness should complement quantitative indicators.
Ethical and organizational considerations should also be
assessed before autonomous actions are deployed in
production environments. Through this methodology, the
research treats adaptive cybersecurity automation as a socio-
technical system in which Al capabilities, zero-trust controls,
continuous risk assessment, organizational policies, and
human decision-making interact. The resulting framework
provides a structured basis for future empirical research while
recognizing that effective automation depends not simply
on increasing Al autonomy but on establishing appropriate
boundaries, continuous evaluation, and accountable security
governance.

ResuLts AnND DiscussiON

Theimplementation of an adaptive cybersecurity automation
framework integrating Agentic Al, Zero-Trust Architecture
(ZTA), and Continuous Risk Assessment (CRA) demonstrates
how these technologies can collectively improve the
ability of organizations to detect, evaluate, and respond
to evolving cyber threats. The results indicate that the
combination is more effective conceptually than treating
artificial intelligence, access control, and risk monitoring as
isolated security functions. Agentic Al enables autonomous
analysis and response, Zero Trust continuously verifies users,
devices, applications, and access requests, while continuous
risk assessment provides the contextual information required
to adjust security decisions dynamically. In a conventional
security model, authentication is often performed at the
beginning of a session and security controls remain relatively
static. By contrast, the proposed adaptive model continuously
evaluates security-relevant signals such as authentication
behavior, device posture, network activity, application
behavior, access patterns, threat intelligence, and changes in
asset criticality. Consequently, a user’s or device’s risk status
can change during an active session rather than remaining
fixed after initial authentication. This creates a security
architecture capable of responding to changing conditions
instead of relying primarily on predefined rules. The results
therefore support the proposition that adaptive cybersecurity
requires an integrated feedback loop consisting of observe,
assess, decide, act, and reassess. Agentic Al can operate within
this loop by coordinating security tools, prioritizing alerts,
investigating suspicious activities, and recommending or
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executing predefined responses. However, the effectiveness
of autonomous actions remains dependent on the quality of
telemetry, model accuracy, policy configuration, and human
oversight. Poor-quality orincomplete security data can result
in incorrect risk assessments, while excessive automation
can potentially amplify erroneous decisions. Therefore, the
findings emphasize that agentic automation should operate
within clearly defined authorization boundaries rather
than functioning as an unrestricted autonomous security
administrator.

A major result concerns threat detection and incident
response. Traditional Security Operations Centers (SOCs)
frequently receive large volumes of alerts from endpoint,
network, identity, cloud, and application security systems.
Analysts must correlate these alerts manually, investigate
their relevance, determine severity, and select appropriate
response actions. Agentic Al can reduce this operational
burden by correlating events across multiple sources and
constructing a contextual representation of suspicious
activity. For example, an unusual login from an unfamiliar
device may initially represent a low-risk anomaly. However,
when combined with impossible-travel indicators, abnormal
application access, privilege escalation, and communication
with a known malicious infrastructure, the cumulative
risk becomes significantly more important. A continuous
assessment engine can aggregate these signals and generate
a dynamic risk score or risk category. The Zero-Trust layer
can then use this information to apply proportional controls,
such as requesting additional authentication, restricting
application access, isolating an endpoint, reducing privileges,
or terminating a session according to organizational
policy. This approach can improve the prioritization of
security incidents because response decisions are based on
contextual risk rather than on individual alerts alone. The
discussion also highlights the importance of explainability.
Security analysts and administrators need to understand
why an Al agent classified an activity as suspicious and
why a particular response was initiated. Explainable
reasoning, audit trails, policy references, and evidence-based
recommendations are therefore essential components of
trustworthy automation. The results further suggest that
continuous monitoring can strengthen identity-centric
security. Instead of assuming that an authenticated identity
is trustworthy, the architecture repeatedly evaluates whether
current behavior remains consistent with the expected
security context. This principle is particularly relevant to
hybrid and cloud environments, where users, workloads,
devices, and applications can operate across multiple
locations and networks. Nevertheless, adaptive controls must
be calibrated carefully. If risk thresholds are too sensitive,
legitimate users may experience repeated authentication
challenges and access restrictions, resulting in alert fatigue
and reduced productivity. If thresholds are too permissive,
malicious activity may remain undetected. Thus, an effective
implementation requires continuous tuning based on
operational evidence, historical incidents, false-positive rates,
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and organizational risk tolerance.

The results also demonstrate that continuous
risk assessment can transform cybersecurity from a
predominantly reactive process into a more proactive and
adaptive capability. Rather than assessing organizational risk
only during periodic audits, continuous assessment allows
security teams to identify changes in vulnerabilities, asset
exposure, user behavior, configuration, and threat conditions
as they occur. This is particularly valuable in environments
characterized by rapidly changing cloud resources, remote
work, Internet of Things devices, software dependencies,
and dynamically provisioned infrastructure. Agentic Al
can assist by continuously examining these changes and
identifying relationships that may not be immediately
visible through conventional rule-based systems. For
example, when a critical asset develops a newly exploitable
vulnerability while simultaneously receiving unusual
access requests, the combined risk can be prioritized more
strongly than either event considered independently. Zero
Trust can then enforce a policy response appropriate to the
assessed risk. This demonstrates the value of integrating
risk assessment with enforcement rather than maintaining
separate monitoring and access-control processes. At the
same time, the results reveal several challenges. Agentic
systems introduce additional attack surfaces, including
manipulation of prompts or instructions, compromised tool
integrations, malicious inputs, excessive permissions, model
hallucinations, and unauthorized autonomous actions.
Consequently, the security of the Al agent itself becomes part
of the overall cybersecurity problem. Agents should therefore
use least-privilege credentials, strong authentication,
tool-level authorization, secure communication, detailed
logging, human approval for high-impact actions, and
independent policy enforcement. Another important
finding is that automation should be measured through
operational indicators rather than through the number of
automated actions alone. Useful measures include mean time
to detect, mean time to respond, false-positive rates, false-
negative rates, percentage of incidents automatically triaged,
analyst workload, policy-violation frequency, containment
effectiveness, and the number of unauthorized orincorrectly
executed automated actions. These metrics provide a more
meaningful assessment of whether the architecture actually
improves security outcomes. Overall, the results indicate that
the integration of Agentic Al, Zero Trust, and continuous
risk assessment provides a strong architectural foundation
for adaptive cybersecurity, but its effectiveness depends on
trustworthy data, carefully engineered policies, secure Al
operations, continuous validation, and appropriate human
supervision.

CONCLUSION

The study of Adaptive Cybersecurity Automation Through
Agentic Al, Zero-Trust Architecture, and Continuous Risk
Assessment demonstrates the potential of combining
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intelligent automation with continuous security verification
to address the complexity of modern digital environments.
Cybersecurity infrastructures increasingly operate across
cloud platforms, remote endpoints, mobile devices,
distributed applications, identity providers, APls, and
third-party services. In such environments, security
decisions based solely on static network boundaries or
one-time authentication are insufficient to represent the
continuously changing nature of cyber risk. The proposed
approach addresses this challenge by integrating three
complementary capabilities. Agentic Al provides autonomous
or semi-autonomous reasoning and orchestration; Zero Trust
establishes a security model in which access is continuously
evaluated rather than implicitly trusted; and continuous
risk assessment provides dynamic information about the
changing security condition of users, devices, workloads,
applications, and assets. Their integration creates an adaptive
security cycle in which new evidence can modify risk
assessments and trigger proportionate security controls. This
architecture can support faster alert triage, contextual threat
analysis, dynamic access decisions, automated containment,
and more efficient allocation of cybersecurity resources. The
central conclusion is therefore that adaptive cybersecurity is
not simply a matter of deploying a more capable Al model.
It requires an integrated architecture in which intelligence,
identity, policy, monitoring, risk analysis, and response
mechanisms operate as coordinated components.

Atthe sametime, the study indicates thatautomation must
be implemented responsibly. Greater autonomy does not
automatically produce greater security, because anincorrect
automated decision can potentially affect legitimate users,
business operations, or critical systems. The security of the Al
agents themselves must therefore receive the same attention
as the security of the systems they protect. Strong identity
controls, least-privilege access, policy-based authorization,
secure tool use, comprehensive logging, explainability,
model validation, adversarial testing, and human oversight
are necessary safeguards. Continuous risk assessment should
also incorporate multiple sources of evidence instead of
relying on a single indicator or Al-generated judgment.
Organizations should establish explicit thresholds defining
which actions agents may execute independently and
which actions require human authorization. High-impact
activities such as permanently deleting data, modifying
critical infrastructure, changing privileged access, or blocking
essential business services should generally be governed by
stronger approval mechanisms than low-risk actions such
as collecting additional telemetry or enriching an alert.
The overall conclusion is that the proposed framework can
provide a foundation for more responsive and context-aware
cybersecurity operations, particularly when deployed as a
controlled human-Al collaboration rather than unrestricted
autonomous decision-making. Future implementations
should therefore evaluate the architecture using realistic
datasets, controlled attack scenarios, operational security
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metrics, and long-term performance measurements. Such
evaluation would determine not only whether the system
detects threats effectively, but also whether it reduces
analyst workload, limits unnecessary disruptions, maintains
policy compliance, and remains reliable as threats and
organizational environments evolve.

Future WoRK

Future research should focus on developing and
experimentally validating scalable agentic cybersecurity
architectures capable of operating across heterogeneous
enterprise environments. A significant research direction
is the development of multi-agent security systems in
which specialized agents perform functions such as threat
detection, identity analysis, vulnerability assessment,
endpoint investigation, threat-intelligence enrichment,
and incident response while coordinating through a secure
orchestration layer. Research should examine how these
agents can share information without creating excessive
communication overhead or introducing new security
vulnerabilities. Another important area is the development
of robust risk-assessment models that combine behavioral,
contextual, identity, asset, vulnerability, and threat-
intelligence signals. Rather than depending exclusively on
static risk scores, future systems could investigate adaptive
models capable of learning organizational baselines while
detecting deviations in real time. Research should also
investigate explainable Al mechanisms that provide security
analysts with understandable evidence for automated
decisions. Benchmark datasets and standardized evaluation
methodologies would be valuable for comparing agentic
cybersecurity systems under consistent conditions.
Performance evaluation should include detection accuracy,
false-positive and false-negative rates, response time, analyst
workload reduction, resource consumption, and resilience
against adversarial manipulation.

Future work should additionally investigate the security,
governance, and reliability of autonomous cybersecurity
agents. Agentic systems can potentially be manipulated
through malicious inputs, compromised tools, poisoned
data, or unauthorized access to integrated security platforms.
Research should therefore examine agent-specific attack
models, secure tool execution, privilege isolation, agent
identity management, policy enforcement, and mechanisms
for detecting abnormal agent behavior. Digital-twin or
cyber-range environments could provide controlled settings
for evaluating autonomous responses without exposing
production infrastructure to unnecessary risk. Another
important direction is human-Al collaboration. Future studies
could investigate how analysts interact with autonomous
agents, when human approval is most valuable, and how
explanations affect operator trust and decision quality.
Research could also explore adaptive authorization models
in which the degree of agent autonomy changes according
to system confidence, asset criticality, and potential impact.
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Finally, long-term studies should examine whether these
systems remain effective as organizational environments,
attack techniques, regulations, and Al models change.
Such research would help establish practical governance
frameworks and technical standards for deploying Agentic
Al within Zero-Trust environments while maintaining
accountability, transparency, resilience, and appropriate
human control.
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