
International Journal of Humanities and Information Technology (IJHIT) 
e-ISSN:2456–1142, Volume 06, Issue 1, (March 2024), ijhit.info 

January-March 2024 www.ijhit.info 110|P a g e 

 

 

Metadata-Centric Enterprise Architecture for AI-Enabled Risk 

Management and Cloud-Based Workflow Automation 

 
Charanjeet Singh Chowdhary 

Himalayan Institute of Technology, Ponta Shahib, Himachal University, India 

 

 

 

 

 

Abstract 

AI-enabled risk management spreads its logic across many places: risk taxonomies in 

spreadsheets, data definitions in databases, model assumptions in project documents, workflow 

rules in application code, and infrastructure settings in deployment scripts. When these drift 

apart, no one can say with confidence which data fed a risk score, which model version 

produced it, or which rule routed the case. This article proposes a metadata-centric enterprise 

architecture in which that logic is held as governed, versioned metadata in one repository and 

read at run time by every layer. Business metadata defines risk categories and appetite. Data 

metadata records sources, definitions, and lineage. Model metadata documents each AI model's 

purpose, data, and limits. Process metadata defines configurable workflows. Operational 

metadata defines service priorities and recovery rules. Transactions flow through an event 

streaming platform to AI risk services and a configurable workflow engine, while an intelligent 

scheduler and a self-healing layer use operational metadata to keep the platform efficient and 

available. Using a design-oriented approach grounded in eleven studies published between 

2013 and 2023, the article maps the evidence base, defines five metadata domains, sets out a 

governed metadata change process, and shows how lineage answers audit questions. It 

illustrates the design with an insurer managing claims fraud and underwriting compliance risk. 

It argues that metadata, not code, should be the control surface of AI-enabled risk management. 
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1. Introduction 

A modern risk function uses AI to score transactions, detect anomalies, and prioritize cases. It 

depends on data from many systems, models built by several teams, and workflows that route 

cases to people. Each of these parts carries logic: what a risk category means, where a data 

field comes from, what a model assumes, and when a case must be escalated. In many 

organizations this logic is scattered and undocumented. The result is familiar to auditors: a risk 

score that cannot be traced to its data, a model used outside its intended purpose, or a rule that 

exists only in code. 

Regulators have recognized the problem for risk data. The Basel Committee's principles for 

risk data aggregation and reporting require accurate, complete, and timely risk data with clear 

definitions and documented data flows (Basel Committee on Banking Supervision [BCBS], 

2013). AI makes the problem harder, because models add another layer of assumptions. Model 

cards (Mitchell et al., 2019) and datasheets for datasets (Gebru et al., 2021) propose structured 

documentation for models and training data. 

This article argues that the answer is architectural. If the logic of risk management is held as 

metadata, meaning structured data that describes data, models, processes, and services, then 

every layer can read the same definitions, and every change can be governed. Basireddy (2022) 

shows how risk management can be digitized through configurable enterprise workflow 

architecture, in which risk processes are configuration rather than code. This article extends 

that principle from workflows to the whole architecture. Transactions arrive through an event 

streaming platform built for high volumes (Event Streaming Architectures for High-Volume 

Transaction Processing, 2022). An intelligent scheduler allocates cloud resources (An 

Intelligent Resource Scheduling Framework for Cloud Computing Platforms, 2019). A self-

healing layer predicts failures and recovers automatically (Sannidhanam, 2023). 

This article asks: How can a metadata-centric enterprise architecture make AI-enabled risk 

management and cloud-based workflow automation consistent, traceable, and adaptable? It 

contributes an evidence map (Figures 1 and 2), a model of five metadata domains, an integrated 

architecture, a governed metadata change process, a traceability mapping, and an illustrative 

case. 

 

 

 

2. Related Work 

 

2.1 Configurable risk workflows 

Basireddy (2022) proposes configurable enterprise workflow architecture for digitizing risk 

management. Risk identification, assessment, approval, escalation, and remediation are defined 
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through configuration, so they can change quickly and consistently, and every step leaves an 

audit trail. Workflow configuration is itself a form of metadata, and this article treats it as one 

domain within a wider metadata architecture. 

2.2 Metadata catalogs, lineage, and provenance 

Halevy et al. (2016) describe Goods, a system that automatically catalogs datasets across an 

organization, recording their schemas, owners, and dependencies. Herschel et al. (2017) survey 

provenance, the record of where data came from and how it was derived, and discuss its uses 

in debugging, auditing, and trust. Wilkinson et al. (2016) propose the FAIR principles, which 

require data to be findable, accessible, interoperable, and reusable through rich metadata. 

Together, these works show that metadata can be captured systematically and used to trace data 

through complex systems. 

2.3 Documentation of AI models and data 

Mitchell et al. (2019) propose model cards, short documents that report a model's intended use, 

performance across groups, and limitations. Gebru et al. (2021) propose datasheets for datasets, 

which document how data were collected, what they contain, and how they should be used. 

Stored as structured metadata rather than documents, both can be checked automatically at run 

time. 

2.4 AI for risk detection 

Pang et al. (2021) review deep learning for anomaly detection, covering methods for spotting 

unusual records in large datasets and the challenges of limited labels and explanation. Anomaly 

detection is a common AI technique in fraud and operational risk. 

2.5 Risk data governance 

BCBS (2013) sets out principles for risk data aggregation and reporting, including governance, 

data architecture, accuracy, completeness, timeliness, and adaptability. Although written for 

banks, these principles describe what any risk function needs from its data. 

2.6 Cloud platform services 

The 2022 study of event streaming architectures addresses high-volume transaction processing 

through streaming platforms. The 2019 framework for intelligent resource scheduling allocates 

cloud resources to changing workloads. Sannidhanam (2023) examines self-healing distributed 

systems using AI-driven failure prediction and automated recovery. 
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2.7 Research gap 

Metadata research focuses on data catalogs and provenance, AI documentation research on 

models and datasets, and workflow research on processes. Few designs bring business, data, 

model, process, and operational metadata into one architecture that governs AI-enabled risk 

management at run time. This article addresses that gap. 

 

3. Research Methodology 

The study follows a design-oriented research approach. The problem, that the logic of AI-

enabled risk management is scattered and hard to trace, was identified from the literature. 

Requirements were derived from the reviewed studies: shared definitions, traceable data and 

model lineage, configurable processes, governed change, high-volume processing, efficient 

resource use, and resilience. The architecture was designed from eleven studies published 

between 2013 and 2023 and demonstrated through an illustrative case. 

To make the evidence base transparent, each study was assigned to the theme it primarily 

supports. Figure 1 shows the distribution across themes, and Figure 2 shows the studies by 

publication year. These figures describe the literature used in this article. They are not 

performance measurements. The architecture has not been evaluated empirically, which is left 

to future work. 

 

 

 

Figure 1. Number of reviewed studies primarily supporting each theme (n = 11) 
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Figure 2. Reviewed studies by publication year (n = 11) 

 

Metadata catalogs, lineage, and provenance have the most studies, with three. AI model and 

data documentation has two. Risk data governance, configurable risk workflow, event 

streaming, resource scheduling, self-healing, and AI anomaly detection each have one. The 

studies span 2013 to 2023, with most published from 2016 onward. 

 

4. Five Metadata Domains 

The architecture organizes metadata into five domains (Table 1). Each domain is consumed by 

specific components at run time and serves a specific risk purpose. 

Table 1. Metadata domains in the architecture 
 

Domain Examples Consumed by Risk purpose Supporting studies 

Business Risk taxonomy, 

appetite, 

thresholds, owners 

Risk services, 

workflow 

engine 

Consistent risk 

language and 

limits 

BCBS (2013); 

Basireddy (2022) 

Data Sources, 

definitions, quality 

rules, lineage 

Stream 

processing, risk 

services 

Traceable, 

trusted inputs 

Halevy et al. (2016); 

Herschel et al. 

(2017); Wilkinson 

et al. (2016) 

Model Purpose, training 

data, performance, 

limits, version 

Model serving, 

risk services 

Models used 

only as 

intended 

Mitchell et al. 

(2019); Gebru et al. 

(2021) 

Process Workflow steps, 

routing rules, 

approvals 

Workflow 

engine 

Configurable, 

auditable 

response 

Basireddy (2022) 

Operational Service priority, 

capacity, recovery 

rules 

Scheduler, self-

healing layer 

Critical risk 

services stay 

available 

Resource scheduling 

framework (2019); 

Sannidhanam 

(2023) 
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The domains are linked. A workflow rule refers to a risk category in the business domain; a 

model refers to data definitions in the data domain; and the operational priority of a service 

follows the criticality of the risks it serves. These links are what make impact analysis and 

traceability possible. 

 

5. Integrated Architecture 

Figure 3 shows the architecture, and Table 2 describes its components. 
 

 

 

Figure 3. Metadata-centric architecture for AI-enabled risk management and workflow 

automation 

Table 2. Components of the architecture 
 

Component Function Metadata used Supporting studies 

Metadata 

repository 

Hold all five domains 

with versions and 

links 

All domains Halevy et al. (2016); 

Wilkinson et al. 

(2016) 

Event 

streaming 

platform 

Carry high-volume 

transactions and 

events 

Data definitions, lineage Event streaming 

architectures (2022) 

AI risk 

services 

Detect anomalies and 

score risk 

Model, data, and 

business metadata 

Pang et al. (2021); 

Mitchell et al. (2019) 
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Component Function Metadata used Supporting studies 

Workflow 

engine 

Route and resolve 

cases 

Process and business 

metadata 

Basireddy (2022) 

Intelligent 

scheduler 

Allocate cloud 

resources 

Operational metadata Resource scheduling 

framework (2019) 

Self-healing 

layer 

Predict failures and 

recover 

Operational metadata Sannidhanam (2023) 

Lineage and 

audit service 

Record how each 

decision was made 

All domains Herschel et al. (2017); 

BCBS (2013) 

 

Metadata repository. The repository holds the five domains, with versions and links between 

them. It is the single source of definitions that all other components read (Halevy et al., 2016; 

Wilkinson et al., 2016). 

Event streaming platform. Transactions and business events arrive through a streaming 

platform designed for high volumes (Event streaming architectures, 2022). Each event type is 

described in the data domain, so consumers interpret fields consistently. 

AI risk services. Risk services detect anomalies and score risk (Pang et al., 2021). Before a 

model scores a case, the service checks the model's metadata: whether the case falls within the 

model's intended use and whether the required input data are available and of acceptable quality 

(Mitchell et al., 2019; Gebru et al., 2021). 

Workflow engine. The engine reads workflow definitions and thresholds from the process and 

business domains and routes each case accordingly (Basireddy, 2022). 

Scheduler and self-healing layer. The scheduler allocates resources according to service 

priorities in the operational domain (Resource scheduling framework, 2019). The self-healing 

layer applies recovery rules from the same domain (Sannidhanam, 2023). Because priorities 

follow risk criticality, services supporting critical risks receive capacity first and are recovered 

first. 

Lineage and audit service. For every decision, the service records the event, the data versions, 

the model version, the thresholds, and the workflow version that were used (Herschel et al., 

2017). This produces the documented data flows that risk data principles expect (BCBS, 2013). 

 

6. Governing Metadata 

 

6.1 Metadata change process 

Because metadata controls behavior, a change to metadata is a change to the risk system. Figure 

4 shows how such changes are governed. 
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Figure 4. Governed change process for risk metadata 

 

A change is proposed, such as a new threshold or a new model version. It is validated against 

the repository's rules for structure and consistency. Impact analysis then follows the links 

between domains to find everything affected; this step is highlighted because it is where 

metadata centralization pays off. For example, changing the definition of a data field reveals 

every model and workflow rule that uses it. The change is approved by the owners identified 

in the metadata, published as a new version, and picked up by the running components without 

code changes (Basireddy, 2022). Monitoring of outcomes may prompt the next change. 

6.2 Traceability 

The architecture is designed to answer the questions that auditors and regulators ask. Table 3 

shows how. 

Table 3. Audit questions answered through metadata 
 

Question Metadata used Answer produced Supporting studies 

Why was this 

case escalated? 

Decision record, 

thresholds, workflow 

version 

The score, the threshold, 

and the rule applied 

Basireddy (2022); 

Herschel et al. (2017) 

Which data fed 

this risk score? 

Data lineage, event 

record 

Source systems and data 

versions 

Herschel et al. (2017); 

BCBS (2013) 

Was the model 

used as 

intended? 

Model card, case 

attributes 

Match or mismatch with 

intended use 

Mitchell et al. (2019) 

What was the 

training data? 

Datasheet, model 

version 

Collection, content, and 

known gaps 

Gebru et al. (2021) 

What changed 

last month? 

Metadata version 

history 

All approved changes 

with owners 

Wilkinson et al. 

(2016); Halevy et al. 

(2016) 
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The table shows that traceability comes from linked metadata, not from reconstructing events 

after the fact. 

 

7. Illustrative Case: Insurance Claims and Underwriting Risk 

Consider an insurer that processes a high volume of claims and policy applications and must 

manage fraud risk in claims and compliance risk in underwriting. The case is illustrative and 

reports no measured results. 

Metadata. The business domain defines risk categories such as suspected claims fraud and 

underwriting rule breach, with owners and thresholds. The data domain describes claim and 

policy fields, their sources, and quality rules. The model domain holds a model card for the 

claims anomaly model, which states that it was trained on motor claims only (Mitchell et al., 

2019). The process domain defines claims and underwriting workflows. The operational 

domain gives claims scoring a higher priority than overnight reporting. 

Operation. Claims arrive through the event stream (Event streaming architectures, 2022). The 

anomaly model scores each motor claim (Pang et al., 2021). When a home insurance claim 

arrives, the risk service checks the model card, finds that the claim is outside the model's 

intended use, and routes it to manual review instead of scoring it. Claims above the fraud 

threshold are routed to the special investigations workflow (Basireddy, 2022). 

Change. The claims team proposes adding a new field from a repair network to the model. 

Impact analysis shows that the field's definition differs between two source systems and that a 

reporting rule depends on the old field. The data owner resolves the definition before the change 

is approved, avoiding inconsistent scores. 

Platform. After a storm, claim volumes rise sharply. The scheduler shifts capacity to claims 

scoring according to operational metadata (Resource scheduling framework, 2019). When a 

scoring instance is predicted to fail, the self-healing layer replaces it (Sannidhanam, 2023). 

Audit. An auditor asks why a claim was sent to investigation. The lineage service returns the 

claim event, the data versions, the model version and its card, the threshold, and the workflow 

version in force at the time (Herschel et al., 2017; BCBS, 2013). 

The case shows metadata keeping AI use within its intended scope, catching an inconsistent 

change before it reached production, and making decisions traceable. 
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8. Discussion 

 

8.1 Implications 

For research, the article extends configurable workflow architecture into a metadata-centric 

architecture spanning business, data, model, process, and operational domains. It connects 

work on data catalogs and provenance with AI documentation and risk data governance. For 

practitioners, the lessons are to store risk definitions, model documentation, and workflow rules 

as structured metadata rather than documents or code, to link the domains so that impact 

analysis is possible, to check model metadata before each scoring decision, to derive 

infrastructure priorities from risk criticality, and to record the metadata versions behind every 

decision. 

8.2 Limitations and future work 

The architecture was demonstrated through an illustrative case and draws on eleven studies, so 

the evidence base is focused rather than comprehensive. Several descriptions of the studies are 

based on their stated scope. Future work should implement the architecture and measure the 

time to answer audit questions, the proportion of changes whose impact was identified in 

advance, and the overhead of metadata checks on scoring speed. Keeping metadata accurate as 

systems change is a known difficulty and needs study, as does the automatic capture of lineage 

across cloud services. 

 

9. Conclusion 

AI-enabled risk management is only as trustworthy as the definitions, data, models, and rules 

behind it. This article proposed a metadata-centric enterprise architecture in which those 

elements are held as linked, versioned metadata and read at run time by event streaming, AI 

risk services, workflow automation, scheduling, and self-healing. Governed metadata changes, 

impact analysis, and lineage make the system both adaptable and traceable. The insurance case 

showed metadata keeping a model within its intended use, catching an inconsistent change, and 

answering an audit question directly. The central conclusion is that metadata, not code, should 

be the control surface of AI-enabled risk management. 
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