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Abstract

Separation of duties is one of the earliest technical controls in financial systems, and the standard
monitoring approach in enterprise resource planning (ERP) is based on comparing role
assignments against a static list of permission pairs, which are known as segregation-of-duties
conflicts. This approach is auditable and cheap, but it cannot capture the conflicts emerging from
combinations of individually compatible permissions, from fragmented rules, or from sequential
user actions. This paper defines a monitoring architecture, which maintains a static conflict
matrix as the decision-making authority, and adds two more layers, behavioral and sequence
layers, which compare each user-transaction pair to the historical behavior of the user and her
structurally similar peers, and to the reconstructed sequences of users, respectively. The paper
formally defines effective permission computation, conflict specifications based on scope
predicates, and the remediation decision problem in the presence of a limited reviewer capacity.
It defines latent conflicts in one place and uses the definition in the rest of the paper. The paper
also defines the protocol of evaluating behavioral layer performance, in which each comparison
arm is compared against labeled populations of adverse cases at fixed reviewer capacities. The
paper does not describe any empirical outcome. Its contribution is the architecture itself, the
formal foundation behind it, the governance conditions under which behavioral scores can be
employed, and the protocol, whose results need to be measured before the economics of the
architecture can be assessed.
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1. Introduction

Segregation of duties is one of the earliest controls in financial systems, and one of the most
persistently violated ones. In ERP systems, the control relies on proper assignment of roles and
permissions, and changes to those assignments are supposed to be managed properly. In the ERP
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world, monitoring is the way to do that. The paper examines how such monitoring can be
designed. It presents an architecture for monitoring segregation of duties, formalizes its decision
problems, defines behavioral aspects of the architecture, and states the governance conditions
under which the outputs of the architecture can be employed. It does not provide any empirical
outcomes. When it suggests an evaluation, it describes the protocol and leaves measurement of
results to another reproducible study (Brickley, 2021; Kobelsky, 2014).

1.1 The control and its erosion

Segregation of duties is based on the simple idea that the person, who can both initiate a
transaction and cover up her tracks, can commit fraud undetected. This control prevents it by
dividing transactions into steps, assigned to different people (Brickley, 2021; Kobelsky, 2014).
This is what ERP platforms achieve via authorization objects, profiles and role assignments,
which can be altered without modifying any program (Ogbole, 2021; Ratliff, 2022). Since these
assignments are frequently updated, permissions accumulate and segregation decays over time
rather than fails abruptly (Unamma, 2024; Navandar, 2024). This is why segregation of duties
requires monitoring, not just design. The decay is also evident from the audits of continuous
monitoring of controls (Kuhn, 2010).

1.2 What static conflict monitoring does and does not do

A common solution to this problem is the segregation of duties conflict matrix, a list of
permission pairs, which should not be co-assigned to one user. All major ERP platforms have
such matrices, and they are among the standard objects of ERP control testing (Proctor, 2007;
Khan, 2010). There are three fundamental limitations to this structure. Its completeness is
assumed, not proven, because the conflicts, which depend on the process, entity or jurisdiction,
are usually added to it too late, if at all. It operates on one user at a time, and therefore cannot
find the violations, which require several users, each possessing an innocent set of permissions.
If it is applied to role names or transaction codes, it generates lots of false positives and misses
the conflicts, which involve sets of permissions assigned differently in different roles (Sandhu,
1996; Vaidya, 2007).

1.3 The behavioral proposition

The behavioral layer overcomes the second and the third limits but does not replace the matrix
itself. The layer has two parts. The first one is a self-model that describes the established user's
pattern of behavior over a trailing window. The other is a peer model, and that is users that are
structurally comparable based on the role, organizational unit and function assignment. The
deviation of a particular user-transaction combination from both models is used for the anomaly
scoring (Chandola, 2009; Ominyi, 2024a). Anomaly scoring of this type is a prioritization signal.
The register is ordered based on the evidence of the exercised authority, the inconsistency of the
behavior with the assigned role, and finally, thanks to the sequence layer discussed in Section 6,
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the activity that affects several users is found (Fadayomi, 2024; Okwesa, 2024). The two models
address different questions, and thus, each score is justified on its own merits.

2. ERP Authorization Model and the Segregation-of-Duties Construct

This section defines the technical environment where the architecture works. The ERP
authorization model defines what can be done by the user at the moment of performing an action,
and the segregation of duties construct defines what combinations of capabilities are prohibited.
The distinction is the key to choosing the appropriate test. The rule about the capability is
evaluated against the effective permissions, which can be calculated from the configuration,
while the rule about the activity is evaluated against the event log, which records the performed
action. Both are used in the architecture, and the formal treatment in Section 4 relies on the strict
separation between the two (Dosunmu, 2019; Kobelsky, 2014). Each of these results is
formalized in Section 4, and the tiered architecture of Section 6 is built on the basis of these
results.

2.1 Authorization objects and the permission graph

In the standard ERP authorization model, the user can perform the action if the check against the
authorization object returns success at the moment of attempting (Khan, 2009; Sandhu, 1996).
Thus, the authority of the user is field-valued and not transactional. Users with the same
transaction code may have different authorities if the authorization fields differ, e.g., in company
code, plant, or account group. The matrix that evaluates the transaction codes alone over-reports
due to that reason, and the matrix that evaluates role names alone fails to identify authority that
consists of several roles (Vaidya, 2007). The permission graph is bipartite, connecting the users
and authorization instances, where the roles are bundles of instances and composite roles are
nested in the latter. The effective authority is the closure of the graph at the moment of the check.

2.2 The segregation-of-duties construct

The matrix operationalizes the rule of the type "no user shall be able to perform both A and B",
such as creation of the vendor and paying him (Kobelsky, 2014; Proctor, 2007). These rules
address the capability and not the activity. The prohibition addresses the ability of performing
these actions, and thus the static test of the effective permissions is the appropriate test for the
rule as it is written, while the behavioral test identifies the exercise of the capability and answers
a different question. The conflicts are not transitive: If A conflicts with B, and B conflicts with
C, then A does not necessarily conflict with C. The role with A and a role equivalent to B
constitutes a real conflict that the rule in role names will fail to detect (Vaidya, 2007; Brickley,
2021).

2.3 The remediation and mitigation decision

Once the conflict is identified, the decision problem of Section 4.4 selects from four actions. The
organization can remediate the issue by removing a conflicting permission, which might lead to
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loss of necessary ability. It can redesign the role, separating the permissions, but preserving the
process, which is the most durable solution and often also the most expensive. It can mitigate by
implementing a compensating control, or accept the risk of the conflict, formally or de facto by
leaving the finding in the register (Aneke, 2023; Stamatovi¢, 2020). The four options have
different costs and residual risks, which are explicitly accounted in Section 4.4. The behavioral
evidence helps to choose the option by demonstrating the match between the exercised authority
and the assigned authority.

3. Literature

The architecture is situated relative to research on role-based access control and its ERP
instantiations, and in audit research on segregation of duties and continuous auditing. This
review is selective. Its goal is to outline the work that backs up the architecture, and also where it
diverges from that work. The two fields are read in tandem, because the architecture matrix
derives its terminology from access control and its test design from audit practice. Process
anomaly detection and process mining techniques are discussed where the behavioral and
sequence layers are defined in Sections 5 and 6 (Chandola, 2009). Section 3.1 discusses the audit
literature and reviews the ERP tooling in it (Sandhu, 1996; Khan, 2010).

3.1 The audit literature on segregation of duties

In role-based access control permissions are assigned to roles, and roles are assigned to users.
Segregation of duties was among the constraints in the original formulation, which required no
user hold two specified roles simultaneously (Sandhu, 1996). Audit literature treats segregation
of duties as a control activity. Segregation theory and practice are integrated for manual and 1T
process through a conceptual model (Kobelsky, 2014). Later work analyzes deployment and
assessment of least-privilege and segregation policies (Brickley, 2021). Early ERP-specific
treatments categorized segregation-of-duties controls as a distinct class of tooling (Proctor,
2007). Continuous auditing in ERP systems takes the issue of timing into account, since a control
that is tested once per year does not detect drift between tests (Kuhn, 2010; Gongalves, 2022).

4. Formalization

This section sets out the formal foundation of the architecture. Notation is introduced once, and
used through-out. This is where effective permissions, conflict specifications, the static conflict
relation, and the latent-conflict construct on which the evaluation is based are defined. The
formalism is grounded in the role-based model, in which permissions are grouped in roles, and
roles are assigned to users (Sandhu, 1996; Vaidya, 2007), with scope predicates and time validity
added to the basic model. Every definition is stated at the level necessary for the evaluation, so
that a reader can derive a flag independently from the stated inputs, without regard to any
particular implementation.
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4.1 Entities and relations

Let U be the set of users, P the set of permissions and R the set of roles. A permission is an
authorization instance. A role is a pair (B, <,) in which P, € P and <, is a partial order that
encodes composite structure. The assignment relation A, € U X R records which roles each
user holds at time t, so that validity is a property of the assignment rather than of the role. The
effective permission set of a user u at time ¢t is

Eff(u,t) = {p € P: 3r € R,(u,r) € A; and p € expand(r) } 1)

where expand resolves a role to its transitive permission closure, including composite roles and
inherited authorizations, evaluated against the field values and validity dates of the assignment.
Computing Eff correctly is the technical prerequisite for every later analysis (Sandhu, 1996;
Khan, 2009).

4.2 Conflict specification

A conflict specification is a finite set C = {cy, ..., ¢, } of triples ¢; = (P}, Pb 0;). Each side is a
permission set that must not be co-held, and the scope predicate o; restricts the conflict to a
context such as a company code, a process or a materiality threshold. A user is in static conflict
with respect to c; at time t when Eff(u,t) n P # @, Eff(u,t) n P’ # ¢ and o;(u,t) = 1.
Stating each side as a permission set rather than a role name lets the test see authority spread
across roles, and each side and predicate is therefore testable against a user's effective permission
set (Sandhu, 1996; Vaidya, 2007). The predicate is evaluated for the same user and time as the
permission sets it qualifies.

4.3 Latent conflicts

A transaction cycle is a sequence of steps sy, ..., S, €ach requiring a permission. The cycle is
segregated if no single user holds two adjacent steps and no pair of users can execute it without
an independent check. This paper uses one definition of a latent conflict throughout. A latent
conflict is a non-segregated transaction cycle in which no rule in C identifies the combination of
permissions, scopes or users that realizes the violation. The definition is relative to the
specification and not to the detection method. A latent conflict is therefore not a permanent
property of a user, and a conflict that is latent under one specification may be named under a
richer one.

Latent conflicts appear in three ways, summarized in Table 1. Set equivalence: the rule refers to
one permission when the process requires a set of functionally equivalent permissions. Scope
fragmentation: the user holds the two permissions in different company codes, and no rule
predicate covers both. Cross-user sequence: Two users hold adjacent steps, and no rule refers to
either user (Kobelsky, 2014; Debreceny, 2010).
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Table 1. Ways in which latent conflicts arise and the detection they require.

Mechanism Why no rule names the violation Detection requirement
Set equivalence The rule names one permission Sufficient-set form of the
where the process requires a set of specification (Section 8.1)

functionally equivalent permissions

Scope fragmentation The rule's scope predicate is confined | Scope predicate that covers the
to one company code, so a cross-code combination
combination across codes lies outside
every predicate

Cross-user sequence The rule tests one user at a time, and | Sequence reconstruction across users
the violation requires two or more (tier 3, Section 6.1)
users

4.4 The decision problem

The organization must choose, for each detected conflict j, an action a; from the set {remediate,
redesign, mitigate, accept}. Let c,; be the cost of action a for conflict j, let Py be the residual

risk after action a, and let L; be the expected loss from conflict j if it is exploited. The decision

problem chooses actions to minimize the total cost of control plus expected loss, subject to
capacity:

r{rtllgl Y (cqp + Pa,j L;) subjectto ¥; 1[a; € {remediate redesign}] < K  (2)

where K is the remediation capacity per period. The objective makes explicit that behavioral
evidence can change the ordering and the loss estimates L;, but not the feasible set of actions.
The residual risks and losses come from outside the detection system, and the ordering that
results is only as reliable as those estimates (Eboh, 2024; Aneke, 2023).

5. Behavioral Feature Family

The behavioral layer defines a family of features for each user and period in five classes based
on the type of evidence they carry. Authority-exercise features capture the extent of the use of
the authority. Separation-bypass features capture activities which defeat separation in a process.
Temporal and volume features capture departures from the rhythm of the user. Relational
features locate the user in the approval and master data network. Suppressors lower the score
because they capture a valid explanation. Sections 5.1 to 5.6 define the design principle and each
of the classes, while each feature is specified relative to one of the three comparison groups
(Ominyi, 2024a; Okwesa, 2024). Every feature is specified below with its comparison group
such that the score may be audited feature by feature.
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5.1 Design principle

Three comparison groups are used. The self group consists of the history of the user in a trailing
window. The peer group is made up of users with similar permissions in similar organizational
units. The process group gives volume and timing baseline for each transaction type. Each
feature is marked with the group against which it is computed. Self relative features detect
deviation in the behavior of a user, peer relative features detect behavior which is abnormal for
the role of the user, and process relative features detect unusual behavior for the process
regardless of who does it. The three groups ask different questions, and hence a combined score
of the three without labelling obscures which question the score addresses (Gama, 2014,
Fadayomi, 2024).

5.2 Authority-exercise features

Authority exercise features compare the authority that the user holds with the authority that he
exercises. The features connect the static and behavioral layers because an assigned but
unexercised conflict carries a different risk from an exercised conflict (Khan, 2009; Brickley,
2021).

f 1, fraction of held permissions exercised in the trailing period (self group).

f,, exercise count and value for each permission in a conflicting pair, computed per side (self
group) (Braun, 2003).

f 5. recency of first exercise of each conflicting permission relative to assignment (self group)
(Alles, 2002).

f,» exercise outside the user's peer pattern, weighted by the size of the excess (peer group)
(Ashcroft, 2002).

fs, effective permission count relative to the peer median, and the ratio of directly assigned to
role-derived permissions (peer group) (Bolton, 2002).

5.3 Separation-bypass features

Separation-bypass features measure activity that defeats separation directly, rather than the
authority that makes it possible. Feature f . operates on single transactions. Features f, to f, , are
process-group features that operate on approval paths and on process instances reconstructed
from the event log, and they constitute the tier-3 features of Section 6.1 (Okwesa, 2024; Jans,
2014).

f ¢ transactions posted by the user and subsequently reversed or adjusted by the same user within
a short window (self group) (Rezaee, 2002).

f, transactions the user approved where the originator is the same person, or shares a manager
with no intervening approval (process group) (Bierstaker, 2001; Ominyi, 2024a).

December 2024 www.ijhit.info 681 | Page



International Journal of Humanities and Information Technology (IJHIT)
e-ISSN: 2456 —1142, Volume 6, Issue 4, (December 2024), www.ijhit.info

f¢» s€quence entropy, the diversity of step orderings in which the user participates, relative to the
modal ordering (process group) (Jans, 2013).

f4: Whether the user both initiates and completes a process instance with no intervening actor
(process group) (Semi, 2024; Jans, 2014).

f10+ count of process instances in which the user's action was the sole approval above a
materiality threshold (process group) (Jans, 2014).

5.4 Temporal and volume features

Temporal and volume features detect departures from the rhythm of the user. They are weak
individually because volume and timing are bound to deviate for legitimate reasons, but they are
cheap to compute and help distinguish a behavioral deviation from a change in role. They are
kept as inputs to the score (Einkamerer, 2017; Gama, 2014).

f 14, transaction volume relative to the user's own trailing distribution, as a robust z-score (self
group).

f 1, activity outside the user's established working hours, estimated from the user's own history
(self group).

f 13, period-end concentration, the share of monthly activity in the final three business days
relative to the user's baseline (self group).

f14» change in the composition of the user's activity, measured by Jensen-Shannon divergence
against the trailing baseline (self group) (Gama, 2014).
5.5 Relational features

Relational features locate the user in the approval and master data network. The value of the
features lies in their relationship with other actors, making them sensitive to network structure
and thus needing the peer normalization of Section 5.1 (Akoglu, 2015; Vasarhelyi, 2015).

f1s, distinct users sharing an approval path with this user in the trailing period, normalized by
the peer median (peer group) (Unamma, 2024).

f16» concentration of the user's transactions on a small set of master-data records, such as one
vendor or bank account (process group) (Alles, 2016).

f1,,» Whether the user created or modified master data for an entity that later appears in
transactions the user approved (process group) (Vasarhelyi, 2015).

f 1g+ degree-normalized betweenness of the user in the approval network (peer group) (Akoglu,
2015).
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f 1o+ OVverlap of the user's approval network with an unusual vendor segment (process group)
(Adelanwa, 2023b).

5.6 Suppressors and the legitimate-explanation problem

This leads to false positives characterized mainly by innocent reasons such as change of role,
delegation record and a small organizational unit. There are four suppressors that decrease the
score of such a reason. They are neither proof of innocence nor they can clear a conflict. All that
they do is they alter the order of flags and the evidence of the same (Adeniji, 2023; Adesuyi,
2023).

s1, days since the most recent role or permission change, with a decay function, so that a recent
change lowers the score for a limited period (Unamma, 2024).

s,, documented delegation or coverage arrangement for the period, drawn from an HR or
workflow system where available.

s3, organizational unit with fewer than the minimum peer group size, in which case peer-relative
features are shrunk toward the global distribution.

s4, anomalous activity bounded to a project code or cost center with a documented exceptional
authorization (Adesuyi, 2023).

6. Architecture

There are three levels in the architecture. These levels have different functions and evidential
status and the differentiation between them is the key governance attribute of the design. The
first level is deterministic and defines the permissions of the user. The second level ranks the
flags and provides their description based on observed behavior. The third level recreates activity
of users. These levels are organized in such way that the evidence based on behavioral
information does not lead to changes in the register on its own and every finding on a sequence
has another evidential path prior to any action (Sandhu, 1996; Adeyelu, 2023). Anyone interested
in auditing a flag will be able to trace it from the level of its appearance through evidence and to
the source rule or feature generating the flag.

6.1 Three tiers

Tier 1, effective permission analysis, computes Eff(u, t) for every user in each period, resolves
composite roles and direct assignments, evaluates the conflict specification with its scope
predicates, and produces the conflict register, deterministically and reproducibly from a
configuration snapshot. Tier 2, behavioral scoring, computes the Section 5 features for each user
and period, produces a score, and attaches component evidence to each conflict. It ranks and
informs but does not add or remove conflicts. Tier 3, sequence analysis, reconstructs process
instances from the event log, computes features f, to f,,, and flags instances in which
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separation was not effective. Its findings require separate governance and a documented
evidential pathway before action (Adeyelu, 2023; van der Aalst, 2016).

6.2 Score composition and attribution

Each feature is standardized within its comparison group, and shrunk toward the global
distribution where the group is small. Standardization keeps features with different units
comparable within the score. Write 9g; for the standardized form of fj. The user score is a

weighted combination of the standardized risk features less a weighted sum of the suppressors:
Zyt = Zj ,ngj(u,t) _Zk Yksk(u't)' )81 = 0, Y =0 (3)

Weights being non-negative lead to monotonicity of the score relative to exercised authority:
increasing the exercised authority in a conflicting pair increases the score. Since the score is
additive, every contribution can be reported along with the corresponding conflict, thus
providing the evidence that tier 2 needs to attach to every flag (Lundberg, 2017; Ribeiro, 2016).

7. Evaluation Protocol

The evaluation protocol is a design for reproducible research. The paper does not report any
results but the protocol prescribes a fixed population design, comparison arms, metrics, the
adverse classes and capacity constraints that are specified beforehand and therefore enable
reading the results of a future study against a predetermined specification rather than a
configuration chosen on-the-fly. Every element can be carried out on a synthetic population with
ground-truth labels or on an installation with audited outcomes and the reporting requirements of
Section 7.7 apply to both cases (Gama, 2014; Hemati, 2021). The arms and the quantities are
defined in the next sections in order to enable future studies against this specification.

7.1 Population specification

The population for evaluation is generated or sampled with the following parameters fixed
beforehand regardless of which arm is run: the numbers of users, organizational units and
company codes; the numbers of roles and distinct permission instances; the number of months;
the numbers of conflict rules and the fraction of the rules having a scope predicate; and the
fraction of the users having assignments inconsistent with the role template of their unit. This
latter parameter controls the latent exposure in the population and it is chosen from the design
not based on any observation (Khan, 2009; Vaidya, 2007).

The conflict specification itself is intentionally incomplete. The population has conflicts that
have no rules specified, such that the protocol tests not only the static but also the latent detection
capacity. The generative process itself, the seed and the values of the parameters for each
population are published along with the research, making it possible to regenerate the population
(Khan, 2009; Brickley, 2021).
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7.2 Comparison arms

The five comparison arms are shown in Table 2. Arm Al represents a traditional implementation
of the static approach using role names without resolving the permission effectiveness. Arm A2
consists of effective permission analysis using the set-based rules with the scope predicate and
temporal validity but no behavioral component. Arm A3 represents the behavioral scoring
technique with prior weights but no conflict specification. Arm A4 is an amalgamation of A2 as
the authority exercise and A3 as prioritization using the expected loss metric, while A5 adds the
tier-3 features to A4. Comparing Al to A2 isolates the extraction layer, while comparing A4 to
AZ2 isolates the behavioral evidence contribution (Proctor, 2007; Kobelsky, 2014). Table 2 shows
the components of each arm.

Table 2. Comparison arms, detection authority and prioritization components.

Arm Detection authority Prioritization or evidence Sequence features
Al Role-name conflict test None No
A2 Effective permission analysis | None No
with scope predicates
A3 None (no conflict Behavioral features of No
specification) Section 5 with prior weights
A4 A2 A3, ranked by expected loss No
A5 A2 A3, ranked by expected loss | Yes (f7 to f10)

7.3 Metrics and capacity constraint

The primary metric is precision at a reviewer capacity of 0.5 per cent of users flagged per period.
Let F,(x) be the set of users flagged in period t at capacity «, so that |F;(x)| < x |U|, and let A
be the set of adverse users. Precision at capacity is

_ |F(x) nA| _ 1F() N Ac|
POK = Zreor » RO A @
where R (k) is the recall for adverse class c. Precision and recall are reported at four capacities,
0.125, 0.5, 2 and 5 per cent, so that the ordering of arms can be checked across reviewer budgets.
Table 3 lists every quantity the evaluation reports and its definition. All quantities are reported in

full rather than selectively (Gray, 2014; Bolton, 2002).

Table 3. Quantities reported by the evaluation and their definitions.

Quantity Definition Reported as

Precision at capacity Share of flagged users who are adverse, at Per arm and capacity
each capacity

Recall by class Share of each adverse class that is flagged, at | Per arm, class and capacity
each capacity
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Quantity Definition Reported as

Register size Number of conflicts in the register produced | Count per period
by each arm

Clearable share Share of register conflicts that documented Proportion per arm
mitigation can clear, denoted m

Remediation queue Conflicts requiring remediation, as defined in | Count per arm
Section 7.6

Reviewer time Reviewer hours per period, as defined in Hours per arm
Section 7.6

Feature-group effect Change in precision at the primary capacity Difference per group
when a feature group is removed from A4

Suppressor effect Change in flag count and precision at the Difference per suppressor
primary capacity when a suppressor is
removed

7.4 Adverse population classes

The adverse population has three classes, defined by the latent-conflict definition in Section 4.3.
Static-conflict exploiters hold a conflict named by a rule in C and exercise both sides. Latent-
conflict exploiters hold and exercise a non-segregated cycle, within one user, that no rule names.
Collusive pairs are the cross-user case of a latent conflict: two users jointly complete a process
without effective separation, and neither user's individual assignments are unremarkable. The
protocol requires that class membership be recorded in the generator's output and that class sizes
and their distribution across organizational units be reported with each study, so that recall can
be read against the population on which it was measured (Brickley, 2021; Debreceny, 2010).

7.5 Feature-group ablation

The protocol eliminates each feature group from A4 one at a time and reports the change in the
precision of the primary capacity. The feature groups are the authority-exercise group, the
separation-bypass group, the temporal and volume group and the relational group. The
suppressors are eliminated separately, both together and individually, at a fixed flag threshold to
separate the effects of the suppression itself from the changes in the number of flags.
Interpretation of the results of suppression is only possible when all the arms are run on the same
population and with the same random seed, which is ensured by the protocol (Ominyi, 2024a;
Okwesa, 2024). Suppression is performed after the comparison of the arms.

7.6 Register and reviewer-time model

Let Reg,, be the conflict register produced by arm a in a period, and let m, be the share of its
conflicts that documented mitigation can clear. The remediation queue for arm a is

Q, = |Reg,| (1 — my) ()
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For A3, which produces no register, the queue is defined over flagged users, so that Q,, =
|F¢(x)|. Reviewer time is the number of queued items multiplied by the time per item, which is
the sum of four task durations: reading the conflict and its evidence, confirming permissions
against the platform, consulting the user or manager, and documenting the disposition.

H, =7 Qa’ T = Tread T Tconfirm T Tconsult T Tdocument (6)

Each component of 7 is measured in a pilot with reviewers and is reported with its variance. The
durations are parameters, not results, and no total is reported for any arm until they have been
measured (Aneke, 2023; Adesuyi, 2023).

7.7 Reporting requirements

For each experiment, the generator or sampling frame, the random seed, the parameter values,
the class sizes, the arm definitions, and all quantities in Table 3 will be reported. Results will be
reported for each capacity in the grid, even those results that are unfavorable to the architecture,
along with limitations on the population underlying each result. A change in the protocol during
an experiment will be reported as a deviation. These requirements apply to the synthetic and the
installation-based experiments alike and are the context under which the claim about remediation
economics is assessed (Trotman, 2011; Hemati, 2021). Each reported quantity will be understood
in terms of its definition in Table 3 and the population over which it was measured.

8. Latent Conflicts and Multi-User Sequences

This section applies the latent-conflict definition of Section 4.3 to the two ways latent conflicts
can be detected. The static way relies on the specification and works on it in a richer form. The
sequential way relies on the event log and sees cross-user latent conflicts only if the activities of
multiple users can be recomposed as a process instance. Two routes are needed since they detect
different types of latent conflict, and Table 1 shows each mechanism and the route that detects it
(Jans, 2014; van der Aalst, 2016). Neither route can get into the cross-user case without the case
identifier of Section 8.2.

8.1 Detecting latent conflicts through effective capability

If the conflicts are specified over permission sets and effective permissions are calculated
properly, latent conflicts arising from set equivalence and scope fragmentation become
detectable by static means. The suggested specification specifies each side of the conflict as the
set of permissions sufficient for the step, rather than a single permission or a role name, so that if
a user has such a set on both sides, he is in static conflict regardless of the role he holds (Vaidya,
2007; Sandhu, 1996). No changes in the detection method are required. How many conflicts of
this sort can be exposed is an empirical question that the protocol measures as the difference
between arms Al and A2 (Kobelsky, 2014).
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8.2 Cross-user sequences and the limits of permission reasoning

Cross-user latent conflicts are the class with the biggest impact on the control, and they are the
only class of conflicts that cannot be detected with tests over individual permission sets. The
process instance binds the events of multiple users together, and the separation achieved within it
depends on the order and the actors of the steps. The constraint is practical. ERP event logs are
distributed among multiple modules, and the process instance requires a case identifier which is
not maintained across these modules in the ERP system. Without the case identifier, the tier-3
features cannot be calculated and the cross-user results cannot be transferred to the installation
(van der Aalst, 2016; Semi, 2024; Kanwer, 2024). The implication for practice is that the
sequence layer needs to be scoped to the processes for which the case identifier is available.

9. Remediation Economics and Governance

The critical question in regard to any monitoring architecture is what happens after detection.
The register whose growth outstrips the remediation capacity loses its value, and the behavioral
scoring used without proper governance creates another risk for the individuals described in the
scoring process. This section presents the register-growth problem and explains under what
conditions behavioral scoring can increase the productivity of the remediation queue, and also
presents the governance constraints on the use of scores about employees and the evidentiary
standards each tier must satisfy prior to any action. The discussion follows the governance
perspective of the internal-control literature (Jimoh, 2023; Stamatovi¢, 2020). The section treats
the cost of review as the primary constraint, because the design that the review function cannot
accommodate does not alter control outcomes.

9.1 The register-growth trap

If detection capability improves, and remediation capacity remains constant, then the register
expands. The organization can choose to increase capacity, relax the threshold for mitigation, or
accept an enduring register. The former improves the control process; the latter two decrease the
proportion of disputes that are solved but leave the size of the register constant. A register
containing many accepted risk users is not able to distinguish between material and immaterial
unmitigated disputes, and this is the reason for treating accepted risk separately (Aneke, 2023,;
Adesuyi, 2023).

Behavioral scoring can make the former option economically viable only if it increases
productivity per hour of review. Whether it does so is an empirical issue. The model discussed in
Section 7.6 formulates this issue as review time per conflict cleared under each scenario, and the
protocol does not presume an answer (Okwesa, 2024; Fadayomi, 2024).

9.2 Governance of behavioral scoring on employees

Behavioral score is a proposition about the individual, and its use is circumscribed by labor law,
works council agreements and data protection laws where applicable (Obriki, 2023; Onche,
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2024). The two constraints are the following: purpose limitation implies that score can be used
solely for access control and internal control assurance purposes, and never for performance
management. Score should therefore be retained by control function, and access should be
logged. Human decision requires that no action against an employee be undertaken on the basis
of a score alone. Many legal jurisdictions require that, and it is a control requirement
everywhere, since score is a prioritization signal, not a finding. Such governance forms part of
the design, and the architecture is incomplete without it (Potla, 2024; Okwesa, 2024).

9.3 Evidentiary standards by tier

Tier-1 finding is a proposition about configuration: effective permissions of a user include
conflicting access to both resources. Its accuracy depends only on the effective permission
computation, which is deterministic and reproducible from the snapshot, and it is actionable per
se, subject to the decision-making procedure described in Section 4.4 (Potla, 2024; Ratliff,
2022). Tier-2 finding is a statistical inference that the user's activity diverges from expectations.
It requires legitimate explanation, must be reviewed before any action, and should be
documented as a prioritization signal (Ominyi, 2024a; Hemati, 2021). Tier-3 finding is a
reconstruction of a sequence of events and of multiple actors' actions. It is the most probative and
the most sensitive type of finding, and if the finding is disputed, the reconstruction technique
becomes evidence (Brickley, 2021; van der Aalst, 2016).

10. Implications

The architecture influences two groups of stakeholders, who depend on the segregation-of-duties
monitoring process directly. Control functions benefit from accurate effective permission
computation, and from ordering the register based on evidence of exercised authority, rather than
on severity alone. Auditors treat register as the result of control process, and the relevant issues
are the remediation decision, completeness of the specification, and the relation between
exercised and assigned authority. The two sub-sections discuss each group separately (Hardy,
2015; Kuhn, 2010). They need the same specification to be able to test the register without
access to the detection code.

10.1 For control functions

Most importantly, computing correct permissions effectively is the largest available
improvement and is neither analytical nor deterministic. It is resolving composite roles, direct
assignment, field value, scope and temporal validity. Those are deterministic, reproducible from
the configuration snapshot, and are the building blocks of tier 1 (Sandhu, 1996; Khan, 2010).
Secondly, ordering the register by evidence of exercised authority and not severity, as the latter
describes what the conflict allows and the former describes what the user does. Whether the
approach is better by reviewer hour is what Section 7 protocol is designed to resolve (Okwesa,
2024; Fadayomi, 2024).
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10.2 For auditors

Register is not the control. An auditor must ask three questions about the control that the register
cannot answer. The first is how many identified conflicts were remediated rather than mitigated
or accepted, and whether the accepted population has been reviewed separately. The second
question is whether the specification was validated for completeness, against process definitions,
including the scope-fragmentation and cross-user cases in Table 1. The third question is whether
the authority exercised is consistent with the authority assigned. The third question is answered
with behavioral scoring as it pertains to whether the control works and not whether it is
documented (Hardy, 2015; Trotman, 2011).

11. Conflict Specification Template

Conflict specification is as useful as its entries, but an entry lacking either the scope predicate or
the sufficient permission set cannot be tested. This section offers a template for an entry and
works it out in the example below. The template makes each entry testable in tier 1, records the
compensating control where applicable and defines the severity on which the register ordering
depends. Specification in this format also records the process steps, which are needed by tier-3
features to build instances from the event log. The example below is based on the procure-to-pay
cycle, which is one of the settings in which the segregation-of-duties rules usually apply (Semi,
2024; Kobelsky, 2014). The structure of each field is explained in Section 11.1, and the example
is provided in Section 11.2.

11.1 Structure

An entry in a conflict specification comprises identifier; the process step on each side; the set of
permissions functionally sufficient for each step; the scope predicate; the severity rating; and the
compensating control, if any. The identifier enables a conflict tracking across the versions of the
register. The process step is necessary to connect the entry with the event log and enable a tier-3
feature to reference the same step. The sufficient permission set is the field without which a
static test falls silent for set-equivalence conflict, and the scope predicate determines where the
combination applies. Severity is the parameter used in the decision problem in Section 4.4, and it
must be assigned by the control owner, not the detection system. (Kumar, 2024; Brickley, 2021).

11.2 Worked example

Take the vendor master and payment steps in the procure-to-pay cycle. Side A is vendor master
maintenance, which includes sufficient permissions of the transaction codes for creation of a
vendor and change of the bank details, at field level, within the relevant account group. A one-
time vendor account group restriction does not provide sufficient permission for Side A. Side B
is payment release. The conflict applies to a case where both sides are held for the same
company code, and it is immaterial if vendor master maintenance is restricted to a company code
in which the user does not have payment authority. The user holding Side A for company code
1000 and Side B for company code 2000 is thus not in static conflict, despite the procure-to-pay
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process covering both company codes and user's being a candidate for scope-fragmentation latent
conflict (Semi, 2024; Brickley, 2021).

12. Conclusion

SOD monitoring in ERP software is a well-established control with two fundamental weaknesses
in its structure. A static matrix generates a register that is a function of the definition rather than
the risk level, and it does not capture conflicts arising out of a combination of permissions or
from sequences of actions. In this paper, the architecture that overcomes both of those challenges
without changing the role of the matrix as the authority for conflict detection is defined.
Conflicts are first defined once, the remediation problem is formalized and an evaluation
protocol is stated that does not reveal any result of empirical significance. The question of
whether this architecture makes a difference to the economics of remediation is for the protocol
to decide. The most difficult case of user collusion, in which individual user behavior shows
nothing unusual, has been addressed only by the sequence layer under conditions of a case
identifier being present.
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