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Abstract

Purpose: This paper develops an integrated conceptual framework that explains how the joint design
of internal control systems and enterprise risk management (ERM) can build organizational financial
resilience, defined as the capacity of an organization to anticipate, absorb, adapt to and recover from

financial shocks while preserving its ability to meet obligations and pursue its strategic objectives.

Design/methodology/approach: The study follows a conceptual framework analysis approach. It
synthesizes literature from accounting, auditing, risk management, corporate governance, financial
analytics, information security, supply chain management, safety science and organizational
resilience, and draws on agency theory, contingency theory, the dynamic capabilities view and high

reliability organizing to construct the framework and derive testable propositions.

Findings: The paper argues that internal controls and ERM have developed as parallel and often
siloed systems. Internal controls primarily protect the existing resource base, whereas ERM primarily
aligns risk taking with strategy. Neither alone is sufficient for resilience. The proposed Integrated
Control and Risk Resilience Framework (ICRRF) positions governance and risk culture as the
foundation, internal controls and ERM as complementary pillars, and a set of integration
mechanisms (a common risk taxonomy, a unified risk and control register, risk-based control design,
integrated assurance, shared risk data and joint reporting) as the bridge. These elements jointly
produce five resilience capabilities (anticipation, absorption, response and adaptation, recovery and

learning), which in turn determine four dimensions of financial resilience: liquidity resilience,
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solvency and capital resilience, earnings stability and speed of recovery. Seven propositions are

advanced.

Originality/value: The paper moves beyond treating internal control and ERM as either identical or
separate, and specifies the mechanisms through which their integration produces resilience. It
consolidates a fragmented applied literature, much of it from emerging market settings, into a single
explanatory structure. It offers researchers a basis for empirical testing and offers boards, chief
financial officers, chief risk officers, internal auditors and regulators a structured roadmap for
implementation, a contribution made more urgent by the financial disruption accompanying the

COVID-19 pandemic in 2020.
Paper type: Conceptual paper

Keywords: Financial resilience; internal control; enterprise risk management, COSO; integrated
assurance; risk governance; risk culture; dynamic capabilities; high reliability organizing; conceptual

framework
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1. INTRODUCTION
The year 2020 has exposed, with unusual clarity, the difference between organizations that are

merely well controlled and those that are financially resilient. The COVID-19 pandemic produced
simultaneous shocks to demand, supply chains, workforce availability, credit markets and asset
prices. Within weeks, many organizations with clean audit opinions and documented control
environments faced acute liquidity shortfalls, covenant pressure and impairment of long-lived assets,
while providers of essential services struggled to maintain continuity of supply and operations
(Babayemi et al., 2020; Fadero et al., 2020). Others, often with comparable resources, drew on pre-
arranged liquidity, rapidly reprioritized capital expenditure, redeployed controls to remote operations
and stabilized their financial position. This divergence invites a fundamental question for accounting
and risk management scholarship: what organizational arrangements convert control and risk

activities into genuine financial resilience?

Two bodies of practice are central to answering this question. The first is internal control, codified
most influentially in the Committee of Sponsoring Organizations of the Treadway Commission
(COSO) Internal Control: Integrated Framework (COSO, 2013), and reinforced by regulatory

regimes such as Section 404 of the Sarbanes-Oxley Act of 2002. Internal control is designed to
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provide reasonable assurance regarding the achievement of objectives relating to operations,
reporting and compliance. The second is enterprise risk management, set out in Enterprise Risk
Management: Integrating with Strategy and Performance (COSO, 2017) and in ISO 31000
(International Organization for Standardization [ISO], 2018). ERM aims to identify, assess and
manage risk across the entire organization in a manner consistent with its risk appetite and strategy

(Akomolafe & Agu, 2019b; Mensah et al., 2019a).

Despite their shared institutional origin, internal control and ERM have evolved along largely
separate tracks. Internal control has become closely associated with financial reporting compliance,
documentation and testing, frequently owned by finance and internal audit functions. ERM has been
associated with strategic and emerging risks, often owned by a chief risk officer or a risk committee.
Empirical and field studies document persistent fragmentation, including duplicated assessments,
inconsistent risk language, gaps between strategic risk registers and operational controls, and
assurance fatigue among business units (Mikes, 2009; Power, 2007). Applied work on reporting data
quality and data protection governance reaches a similar conclusion: where data, risk assessment and
control evidence are held in separate systems, organizations struggle to obtain a single, reliable view
of exposure (Mbonu et al., 2018; Unamma et al., 2019b). At the same time, research on
organizational resilience has developed in management and strategy with little explicit reference to
the accounting control literature (Duchek, 2020; Williams, Gruber, Sutcliffe, Shepherd & Zhao,
2017).

A growing body of applied conceptual work, much of it situated in emerging market settings, has
begun to examine individual pieces of this puzzle. Contributions include risk-based internal control
models for insurance and banking (Akomolafe & Agu, 2019a), technology-enabled internal audit
quality (Akomolafe & Agu, 2018), integrated ERM and capital allocation in financial institutions
(Mensah et al., 2019a), financial resilience through integrated governance and compliance strategies
(Akomolafe & Agu, 2019c), strategic accounting systems for financial transparency (Bola-Sadipe et
al., 2019) and reconciliation controls in emerging market organizations (Dogbatsey et al., 2019).
These studies are valuable, but they are typically sector specific and are rarely connected to a general
theory of how control and risk systems jointly produce resilience. The present paper aims to supply

that connection.

Its central argument is that financial resilience emerges neither from internal control nor from ERM
in isolation, but from their deliberate integration on a foundation of sound governance and risk

culture. Internal controls preserve the integrity and reliability of the resource base and information
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flows on which any response depends. ERM directs attention and resources toward the risks that
most threaten strategy and determines the buffers an organization chooses to hold. Integration
mechanisms ensure that strategic risk insight is translated into control design, and that control
failures and near misses are fed back into risk assessment. Together, these elements generate the
dynamic capabilities through which organizations anticipate, absorb, adapt to and recover from

financial shocks.

The paper makes three contributions. First, it clarifies the conceptual relationship between internal
control and ERM, positioning them as complementary rather than nested or redundant systems.
Second, it proposes the Integrated Control and Risk Resilience Framework (ICRRF), which specifies
the integration mechanisms and resilience capabilities that link control and risk activities to four
measurable dimensions of financial resilience. Third, it develops seven propositions suitable for

empirical testing and outlines a maturity-based implementation pathway for practitioners.

The remainder of the paper is organized as follows. Section 2 describes the research method. Section
3 presents the results and discussion: a synthesis of the literature on financial resilience, internal
control, enterprise risk management and the relevant theoretical lenses; the conceptual model and
research propositions; a discussion of the model, including an implementation pathway; and the

implications, limitations and directions for future research. Section 4 concludes.

2. RESEARCH METHOD

This study adopts a conceptual research design. Conceptual papers do not report new empirical data;
instead, they integrate and extend existing theory to offer new perspectives, bridge disciplines and
generate propositions (Jaakkola, 2020). The paper follows the conceptual framework analysis
procedure proposed by Jabareen (2009), which treats a conceptual framework as a network of
interlinked concepts that together provide a comprehensive understanding of a phenomenon. The

procedure was applied in five stages, using literature published up to and including 2020.

* Mapping the data sources. Relevant sources were identified across seven domains: internal
control and auditing; enterprise risk management; corporate governance and compliance;
financial planning and banking; information security and data governance; supply chain and
operational resilience; and organizational resilience and safety science. Authoritative professional
frameworks (COSO, 2013, 2017; ISO, 2018; Institute of Internal Auditors, 2020) were reviewed

alongside peer-reviewed academic research.
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* Reading and categorizing. Sources were read with attention to definitions, components,
mechanisms and claimed outcomes, and were categorized by discipline and by their treatment of

the control and risk relationship.

» Identifying and naming concepts. Recurring concepts were extracted, for example risk appetite,
control environment, integrated assurance, absorptive capacity, liquidity buffers and

organizational learning.

» Integrating concepts. Concepts with overlapping meaning were consolidated, and relationships

among them were specified using the theoretical lenses described in Sections 3.1.5 to 3.1.8.

* Synthesis and validation. The resulting framework was examined for internal consistency,
parsimony and alignment with established professional standards, and propositions were derived

for future empirical validation.

This approach is appropriate because the research problem is one of integration across fragmented
literatures rather than measurement of a single relationship. Its limitations, notably the absence of

empirical validation, are discussed in Section 3.5.

3. RESULTS AND DISCUSSION

This section presents the results of the conceptual analysis and discusses them. Section 3.1
synthesizes the literature. Section 3.2 presents the resulting conceptual model and research
propositions. Section 3.3 discusses the model, Section 3.4 sets out its implications, and Sections 3.5

and 3.6 address limitations and future research.

3.1 Literature Synthesis

The literature synthesis has two parts. Sections 3.1.1 to 3.1.4 review the core constructs:
organizational financial resilience, internal control, enterprise risk management and the
fragmentation between them. Sections 3.1.5 to 3.1.8 review the four theoretical lenses that explain
how control and risk systems produce resilience. Section 3.1.9 summarizes the synthesis and the

gaps that the conceptual model addresses.

3.1.1 Organizational Financial Resilience

Resilience originated in ecology as the ability of a system to absorb change and persist (Holling,
1973) and has since been applied to engineering, psychology, supply chains and organizations. In
management research, organizational resilience is increasingly understood as a process and a set of
capabilities rather than a static trait. Duchek (2020) conceptualizes it as comprising anticipation,

coping and adaptation capabilities. Williams et al. (2017) describe resilience as the process by which
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an actor builds and uses its capability endowments to interact with the environment in a way that
positively adjusts and maintains functioning before, during and after adversity. Lengnick-Hall, Beck
and Lengnick-Hall (2011) emphasize the development of a capacity for resilience through cognitive,

behavioral and contextual elements.

Financial resilience is a specific application of this concept. For the purposes of this paper,
organizational financial resilience is defined as the capacity of an organization to anticipate,
absorb, adapt to and recover from adverse financial shocks while continuing to meet its obligations
and preserving its ability to pursue strategic objectives. The definition deliberately includes both a
static element (the size of buffers available to absorb losses) and a dynamic element (the ability to
adjust and recover). Drawing on prior work in corporate finance and resilience (DesJardine, Bansal
& Yang, 2019; Ortiz-de-Mandojana & Bansal, 2016), four dimensions are proposed, summarized in

Table 1.

Table 1. Dimensions of organizational financial resilience

Dimension Meaning Ilustrative indicators

Liquidity resilience

Ability to meet short-term obligations
during a shock without distressed
asset sales or emergency financing.

Cash runway; undrawn committed
facilities; current and quick ratios;
cash conversion cycle under stress.

Solvency and capital
resilience

Ability to absorb losses while
remaining solvent and within debt
covenants.

Leverage; interest coverage;
covenant headroom; regulatory
capital ratios where applicable.

Earnings stability Extent to which earnings and cash
flows avoid severe and
disproportionate declines when shocks

occur.

Volatility of earnings and operating
cash flow; depth of drawdown
relative to peers.

Time taken to return to pre-shock
financial performance and strategic
momentum.

Time to recover pre-shock revenue,
margin or market value; restoration
of investment programs.

Speed of recovery

Each dimension is supported by a distinct applied literature. Liquidity resilience depends on accurate
forecasting of resource needs (Unamma et al., 2018) and on banking relationships and trade finance
arrangements that preserve access to funding when conditions tighten (Agboada et al., 2018b;
Agboada et al., 2020). Solvency and capital resilience draws on capital adequacy and risk-weighted
asset management (Mensah et al., 2019b) and on the integration of ERM with capital allocation
(Mensah et al., 2019a). Earnings stability is influenced by credit portfolio quality and the early
prediction of default (Ashore-Onisemo et al., 2020; Uzondu et al., 2020), and by the operational

reliability of revenue-generating assets, including inventory availability and plant uptime (Okonkwo
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et al., 2018b). Speed of recovery depends on business continuity and disaster recovery preparedness
and on the ability to maintain essential supplies during disruption (Babayemi et al., 2020; Fadero et

al., 2020).

Financial resilience is distinct from profitability and from short-term efficiency. Indeed, efficiency-
driven practices such as minimizing cash balances, running lean working capital or concentrating
suppliers may raise returns in stable periods while eroding resilience (Sheffi & Rice, 2005; Taleb,
2012). Research on supply chain risk shows how supplier concentration, thin inventories and weak
contract design transmit operational disruption into financial loss, and how strategic sourcing,
procurement optimization and demand forecasting can reduce that exposure (Agbabiaka et al., 2019;
Aifuwa et al., 2020; Asibor et al., 2019; Okonkwo et al., 2018a). Contractual provisions such as
force majeure clauses also shape how losses are shared when disruption occurs (Uchechi et al.,
2020). A resilience perspective therefore requires deliberate choices about redundancy and slack, and

these choices are fundamentally matters of risk appetite and control design.

3.1.2 Internal Control
COSO (2013) defines internal control as a process, effected by an entity's board of directors,

management and other personnel, designed to provide reasonable assurance regarding the
achievement of objectives relating to operations, reporting and compliance. The framework identifies
five integrated components (control environment, risk assessment, control activities, information and

communication, and monitoring activities) supported by seventeen principles.

Research shows that internal control quality has measurable financial consequences. Firms disclosing
material weaknesses tend to have lower accruals quality (Doyle, Ge & McVay, 2007) and higher
costs of equity capital (Ashbaugh-Skaife, Collins, Kinney & LaFond, 2009). Weak controls increase
the probability of misstatement, fraud and operational loss, each of which can deplete financial
buffers precisely when they are most needed. From a resilience perspective, internal controls perform
three important functions: they protect the resource base from erosion through error, waste and
misappropriation; they assure the reliability of information on which crisis decisions depend; and

they maintain disciplined execution when operations are disrupted.

Applied research has elaborated each of these functions at the level of specific control processes. At
the transaction level, studies address reconciliation controls and financial workflow redesign
(Dogbatsey et al., 2019), ERP-enabled procurement processes (Ahiacke Patrick et al., 2020) and the

digital transformation of operations through automation and analytics (Agboada et al., 2018a). At the
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reporting level, research examines strategic accounting systems for financial transparency and
regulatory compliance (Bola-Sadipe et al., 2019), single-source-of-truth data frameworks for reliable
inter-agency reporting (Unamma et al., 2019b), budget compliance and statutory reporting
(Dogbatsey & Ebhojie, 2018) and natural language processing of unstructured records in finance and
public services (Iziduh et al., 2020). Tamper-evident audit trails, for example through blockchain-
based compliance records, strengthen the reliability of control evidence (Oshoba et al., 2020). At the
monitoring level, studies show how technology-enabled risk assessment can raise internal audit
quality (Akomolafe & Agu, 2018) and how risk-based internal control models can be designed for
insurance and banking (Akomolafe & Agu, 2019a). In the public sector, digital complaint-resolution

systems serve as an additional accountability mechanism (Unamma et al., 2019a).

Fraud prevention is the most direct link between internal control and the protection of financial
buffers. Fraud and misappropriation drain liquidity, trigger restatements and damage access to capital
at exactly the moment an organization may need external support. Related work on insider threat
classification (Akeju et al., 2018) and machine learning for anomaly detection (Okwesa et al., 2020)
illustrates how detective controls are moving from periodic, sample-based review toward continuous,
data-driven monitoring, while credit risk models illustrate how similar analytics can flag

deteriorating counterparties before losses crystallize (Ashore-Onisemo et al., 2020).

However, internal control as typically implemented has limitations as a resilience mechanism.
Control systems are often designed around known, recurring, process-level risks and around the
requirements of external reporting. They are less well suited to strategic, systemic or emerging risks.
Control frameworks can also become rigid, encouraging what Power (2007) characterizes as

defensive, compliance-oriented risk management that prioritizes auditability over adaptability.

3.1.3 Enterprise Risk Management
ERM emerged in the late 1990s and early 2000s as a response to the limitations of silo-based risk

management. The original COSO ERM framework (COSO, 2004) treated ERM as an extension of
internal control. The revised framework (COSO, 2017) repositions ERM as integral to strategy and
performance, organized around five components: governance and culture; strategy and objective-
setting; performance; review and revision; and information, communication and reporting. ISO
31000 (ISO, 2018) similarly emphasizes integration of risk management into organizational

processes and decision making.

2020 www.ijhit.info 150 Page



International Journal of Humanities and Information Technology (IJHIT)
e-ISSIN: 24561142, No. Special 2 (2020), ijhit.info

Empirical evidence on ERM is mixed but generally positive. Hoyt and Liebenberg (2011) report a
valuation premium associated with ERM adoption among US insurers, and Farrell and Gallagher
(2015) find that ERM maturity is associated with higher firm value. Gordon, Loeb and Tseng (2009)
show that the relationship between ERM and performance depends on the fit between ERM and
contingency factors such as environmental uncertainty, industry competition, firm size and
complexity. Reviews highlight the diversity of ERM practice and caution that adoption labels may
conceal substantial differences in substance (Bromiley, McShane, Nair & Rustambekov, 2015;
Gatzert & Martin, 2015). Mikes and Kaplan (2015) argue for a contingency perspective in which
ERM design reflects the types of risk an organization faces, distinguishing preventable, strategy and

external risks (Kaplan & Mikes, 2012).

Applied work has extended ERM in several directions relevant to resilience. In financial institutions,
studies develop integrated ERM and capital allocation models (Mensah et al., 2019a), data-driven
risk evaluation for emerging market institutions (Akomolafe & Agu, 2019b), capital adequacy
frameworks (Mensah et al., 2019b), credit decisioning and governance for growing corporate
portfolios (Uzondu et al., 2020) and integrated governance and compliance strategies for financial
resilience (Akomolafe & Agu, 2019¢c). Beyond finance, ERM principles have been applied to
automated risk assessment of regulatory deliverables (Uchechi & Ominyi, 2020), strategic
frameworks for high-value statutory compliance (Ominyi et al., 2020), reform of statutory bidding
workflows (Uchechi et al., 2019) and liability mitigation in high-value service contracts (Uchechi &
Ominyi, 2019). In information systems, security audit and enterprise risk assessment frameworks
(Dosunmu & Ogundele, 2019) and risk-based cybersecurity assurance (Fadayomi et al., 2019) bring

an enterprise view to technology risk.

From a resilience perspective, ERM contributes anticipation through scenario analysis, emerging
risk identification and stress testing, including the mapping of regulatory and fiscal changes onto
sectoral exposures (Akinola et al., 2020) and data-driven executive decision systems for strategic
financial planning (Lawal & Oduleye, 2019b); it contributes prioritization through a portfolio view
of risk; and it shapes buffer design through explicit risk appetite statements that determine how
much liquidity and capital an organization chooses to hold. Its limitation is that strategic risk insight
often fails to reach operating processes. Risk registers can become static lists that are disconnected
from the controls and resource allocations that would actually change outcomes (Mikes, 2009;

Power, 2009).
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3.1.4 The Fragmentation Problem
The relationship between internal control and ERM has been conceptualized in at least three ways.

Under a nested view, internal control is a subset of ERM, as implied by COSO (2004). Under a
separation view, the two are distinct disciplines with different owners, purposes and audiences.
Under a complementarity view, adopted in this paper, they are distinct but mutually reinforcing

systems whose value depends on deliberate linkage. Table 2 contrasts the two systems as commonly

practiced.
Table 2. Internal control and ERM as commonly practiced
Attribute Internal control Enterprise risk management
Primary orientation |Assurance over operations, reporting | Alignment of risk taking with strategy
and compliance and performance

Typical risk focus | Known, recurring, process-level risks |Strategic, emerging, external and
aggregated risks

Time horizon Current period and transaction cycles | Multi-year strategic horizon

Typical owners Finance, controllers, internal audit Chief risk officer, risk committee,
executive team

Characteristic Control matrices, test results, Risk registers, heat maps, risk appetite

outputs deficiency reports statements, scenarios

Core contribution to | Protects the resource base and Anticipates threats and sizes buffers

resilience information integrity

Characteristic Rigidity; blind spots for novel risks | Disconnection from operating

weakness processes

Fragmentation produces specific failure modes. Strategic risks identified in the ERM process may
have no corresponding controls or key risk indicators, so they are monitored only through periodic
discussion. Conversely, control testing may consume substantial resources on low-impact processes
while high-impact exposures receive little operational attention. Inconsistent taxonomies make
aggregation impossible, and multiple assurance providers duplicate work while leaving gaps
(Institute of Internal Auditors, 2020). Fragmentation is amplified in multi-jurisdictional
organizations, where post-merger compliance integration, regulatory clearance processes and legal
barriers to cross-border trade add further layers of divided ownership (Ominyi & Anichukwueze,
2020; Ominyi, 2020). These failure modes are tolerable in stable periods but become costly during

shocks, when the speed and coherence of the organizational response determine financial outcomes.

Four complementary theories inform the framework. Each explains a different aspect of how control

and risk systems produce resilience.

2020 www.ijhit.info 152|Page



International Journal of Humanities and Information Technology (IJHIT)
e-ISSIN: 24561142, No. Special 2 (2020), ijhit.info

3.1.5 Agency Theory

Agency theory views the firm as a nexus of contracts in which managers act as agents of
shareholders and other stakeholders (Jensen & Meckling, 1976). Information asymmetry and
divergent incentives create agency costs, including excessive or insufficient risk taking. Internal
controls and ERM can both be understood as monitoring and bonding mechanisms that reduce these
costs. Board oversight of risk appetite constrains managerial risk taking, while reliable internal
controls limit opportunities for misreporting. Agency problems are especially visible in tax and
transfer pricing, where analytics-driven governance can reduce exposure to costly disputes and
penalties (Lawal & Oduleye, 2018b; Lawal & Oduleye, 2019a), and in multi-party arrangements
such as joint ventures, where governance alignment among partners determines whether risks are
owned at all (Eyetsemitan et al., 2020). From an agency perspective, integration matters because
fragmented systems create blind spots in which risk taking can escape oversight, and because the

board's ability to monitor depends on a coherent, aggregated view of risk and control.

3.1.6 Contingency Theory

Contingency theory holds that there is no universally optimal control system and that effectiveness
depends on fit with contextual factors such as environmental uncertainty, technology, size and
strategy (Otley, 1980; Chenhall, 2003). Gordon et al. (2009) and Mikes and Kaplan (2015) apply this
logic to ERM. In this paper, contingency theory informs the treatment of contextual moderators. The
appropriate depth of integration, the size of buffers and the balance between preventive and adaptive
controls are expected to vary with firm size, industry volatility, regulatory regime and digital

maturity.

The applied literature illustrates this variation. Smaller and geographically dispersed organizations
rely on lighter mechanisms, including standard operating procedures that act as both control and
change infrastructure (Agboada et al., 2019), maturity models for standardizing IT support across
sites (Anyanwu, 2019) and cost-aware arrangements for maintaining IT continuity (Anyanwu, 2020).
Health systems face different constraints, including dependence on insurance financing and provider
payment arrangements (Ilodigwe & Adesemoye, 2019), the financing and risk management of capital
equipment (Okoli et al., 2020) and the delivery of high-risk infrastructure projects (Aminu-Ibrahim
et al., 2019). Public infrastructure programs require analytical frameworks for delivery efficiency
and accountability (Nwafor et al.,, 2019), while extractive industries must balance productivity

against safety and compliance in high-risk operations (Nwangwu et al., 2018).

2020 www.ijhit.info 153|Page



International Journal of Humanities and Information Technology (IJHIT)
e-ISSIN: 24561142, No. Special 2 (2020), ijhit.info

3.1.7 The Dynamic Capabilities View

The dynamic capabilities view explains how organizations sense opportunities and threats, seize
them, and reconfigure their resource base in changing environments (Teece, Pisano & Shuen, 1997;
Teece, 2007). Resilience scholars have increasingly framed resilience in capability terms (Duchek,
2020; Lengnick-Hall et al., 2011). This lens explains why integration matters: integrated control and
risk systems are routines that support sensing (risk identification and key risk indicators), seizing
(rapid response decisions informed by reliable data) and reconfiguring (redesigning controls and
reallocating capital after shocks). Internal controls and ERM become sources of resilience when they

function as dynamic routines rather than static compliance artefacts.

Financial planning and analytics research describes several of the routines through which these
capabilities are exercised. Sensing is supported by data-driven executive decision systems (Lawal &
Oduleye, 2019b), predictive forecasting for resource allocation (Unamma et al., 2018), demand
forecasting in supply chains (Aifuwa et al., 2020) and regulatory scenario analysis (Akinola et al.,
2020). Seizing and reconfiguring are supported by financial analytics that link decisions to enterprise
value creation (Lawal & Oduleye, 2018a) and by digital transformation of operations through

automation, analytics and process redesign (Agboada et al., 2018a).

3.1.8 High Reliability Organizing
Research on high reliability organizations identifies five principles that allow organizations operating

in hazardous environments to avoid catastrophic failure: preoccupation with failure, reluctance to
simplify, sensitivity to operations, commitment to resilience and deference to expertise (Weick &
Sutcliffe, 2007; Vogus & Sutcliffe, 2007). These principles inform the cultural foundation of the
framework and the learning feedback loop. They suggest that resilient organizations treat control
deficiencies, near misses and limit breaches as valuable signals rather than as compliance failures to
be minimized in reporting, and that they escalate information to those with relevant expertise

regardless of hierarchy.

Safety and process engineering offer instructive analogues for financial control. Studies of hazard
identification, safety culture and near-miss reporting show how layered controls, audits and
governance interact to prevent loss, and how reporting systems turn weak signals into learning
(Obogo et al., 2019a; Arumosoye & Obriki, 2019). Aviation research similarly shows how predictive
compliance monitoring can anticipate systemic failures (Adeyelu, 2018). The transfer of these ideas

to financial control is a modest but important extension of the resilience literature.
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Taken together, these lenses suggest that financial resilience depends on (a) governance
arrangements that align risk taking with stakeholder interests, (b) control and risk designs that fit the
organizational context, (c) dynamic routines that sense, respond and reconfigure, and (d) a culture

that is mindful of failure and committed to learning.

3.1.9 Summary of the Literature Synthesis

Table 3 summarizes the main streams of literature reviewed, their principal insights for financial
resilience and the gaps that remain. Three gaps stand out. First, the internal control and ERM
literatures rarely specify how the two systems should be connected in practice. Second, applied
studies are rich in sector-specific detail but rarely link control and risk activities to explicit financial
resilience outcomes. Third, the organizational resilience literature describes capabilities in general

terms without identifying the accounting and risk routines that produce them. The conceptual model

in Section 3.2 is designed to address these gaps.

Table 3. Summary of the literature synthesis

Literature stream

Principal insight for financial
resilience

Remaining gap

Organizational
resilience

Resilience is a set of capabilities
(anticipation, coping, adaptation)
exercised before, during and after
adversity.

Capabilities are rarely linked to
specific accounting and risk
routines.

Internal control and
audit

Effective controls protect assets and
information and are associated with
better reporting quality and lower cost
of capital.

Focus on known, recurring risks;
limited attention to systemic
shocks.

Enterprise risk
management

ERM supports anticipation, portfolio-
level prioritization and buffer sizing,
with benefits contingent on fit.

Weak connection between strategic
risk insight and operating controls.

Banking, credit and
finance

Capital adequacy, credit decisioning
and funding relationships determine
loss-absorbing capacity.

Rarely integrated with non-
financial control and risk systems.

Information security
and data governance

IT controls, identity management and
data protection underpin reliable
information and continuity.

Often managed separately from
financial risk and control.

Supply chain and Sourcing, contract design and Supply risk seldom features in
procurement forecasting reduce the transmission of |financial resilience measures.
operational disruption into financial
loss.
Safety and high Layered controls, near-miss learning Limited transfer to financial control
reliability and safety culture prevent catastrophic |settings.
loss.
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3.2 Conceptual Model: The Integrated Control and Risk Resilience Framework
Building on the foundations and lenses above, this section presents the Integrated Control and Risk

Resilience Framework (ICRRF). The framework comprises five layers: a foundation of governance
and risk culture; two pillars (the internal control system and ERM); a set of integration mechanisms;
a set of resilience capabilities; and the outcome of organizational financial resilience. A learning
feedback loop connects outcomes back to the pillars, and contextual moderators condition all

relationships. Figure 1 presents the framework.

[ OUTCOME: Organizational Financial Resilience }

Liquidity resilience | Solvency and capital resilience | Earnings stability | Speed of recovery

A
RESILIENCE CAPABILITIES

Anticipate - Absorb (buffers) - Respond and adapt -+ Recover - Learn

L)

A

A

PILLAR 1: Internal Control System

INTEGRATION MECHANISMS

PILLAR 2: Enterprise Risk Management
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Risk assessment (process level)
Control activities

Information and communication
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Purpose: reliability, compliance,
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audit / risk committees
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Information, communication, reporting
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Board oversight | Risk appetite and tolerance | Tone at the top | Accountability | Ethical values and competence

Contextual moderators acting on all relationships: firm size, industry volatility, regulatery regime, digital maturity

Figure 1. The Integrated Control and Risk Resilience Framework (ICRRF)
3.2.1 Foundation: Governance and Risk Culture
Governance and risk culture form the base on which both pillars rest. Both COSO frameworks place
governance and culture first: the control environment in COSO (2013) and governance and culture in
COSO (2017). The framework treats this shared foundation as the first and most important point of

integration. Five elements are emphasized.

* Board oversight: active board and committee engagement with both risk and control, with clear

allocation of responsibilities between audit and risk committees.

* Risk appetite and tolerance: an explicit articulation of the amount and type of risk the

organization is willing to accept, including quantified liquidity and capital thresholds.
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* Tone at the top: leadership behavior that signals the importance of both control discipline and
candid discussion of risk, reinforced by ethics and compliance training designed to change

behavior measurably (Anichukwueze et al., 2020).

* Accountability: clear ownership of risks and controls by named individuals in the first line,

including in joint ventures and partnerships where ownership is shared (Eyetsemitan et al., 2020).

» [Ethical values and competence: a workforce with the integrity and skills required to operate

controls and exercise risk judgment.

The risk appetite statement deserves particular attention because it is the principal mechanism
through which governance shapes financial resilience. A well-specified appetite translates directly
into buffer decisions (minimum cash, committed facilities, leverage limits) and into the tolerance
thresholds against which controls and key risk indicators are calibrated. As credit and risk decisions
become increasingly supported by statistical and machine learning models (Ashore-Onisemo et al.,
2020; Okwesa et al., 2020), the foundation layer must also govern those models, including their data,

assumptions and validation, as carefully as it governs people and processes.

3.2.2 Pillar 1: The Internal Control System
The first pillar is the internal control system as specified by COSO (2013). Its distinctive

contribution is to protect the existing resource base and to ensure the integrity of the information
used for decisions. In the ICRRF, internal controls are extended beyond financial reporting to include
controls over treasury and liquidity management, credit and counterparty exposure, procurement and

supplier concentration, information technology and cyber security, and business continuity.

Information technology controls are central to financial resilience because an organization's ability to
transact, report and respond depends on its systems. Relevant research covers security audit and
enterprise risk assessment (Dosunmu & Ogundele, 2019), risk-based cybersecurity assurance
(Fadayomi et al., 2019), machine learning for anomaly detection (Okwesa et al., 2020), identity and
access management for hybrid cloud environments (Mbonu et al., 2020b) and automated incident

response (Mbonu et al., 2019b).

Under a resilience orientation, the control system should also include adaptive controls, meaning
pre-designed alternative procedures that can be activated when normal operations are disrupted, such
as remote approval workflows, emergency payment authorizations with compensating review, and
simplified but documented crisis procedures. The experience of 2020 showed the importance of such

arrangements, including hybrid remote and on-site IT support models that preserve operational
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continuity at acceptable cost (Anyanwu, 2020) and business continuity and disaster recovery plans in

financial services (Fadero et al., 2020).

3.2.3 Pillar 2: Enterprise Risk Management
The second pillar is ERM as specified by COSO (2017) and ISO 31000 (ISO, 2018). Its distinctive

contribution is strategic: it connects risk to objectives, provides a portfolio view of risk, and supports
forward-looking analysis. For financial resilience, the most important ERM practices are scenario
analysis and stress testing of liquidity and capital, identification of emerging and interconnected
risks, risk-adjusted capital allocation, and the regular review and revision of risk responses in light of

changing conditions.

Several applied streams show how these practices operate in concrete settings. In banking, ERM
must link capital adequacy, credit decisioning and capital allocation (Mensah et al., 2019a; Mensah
et al., 2019b; Uzondu et al., 2020). In energy and infrastructure, it must address supply, contractual
and regulatory exposures together, from sourcing and contract design for reliable supply (Asibor et
al., 2019) to liability mitigation, force majeure and automated assessment of regulatory deliverables
(Uchechi & Ominyi, 2019; Uchechi & Ominyi, 2020; Uchechi et al., 2020). Across sectors, ERM
increasingly incorporates environmental and social risks, as illustrated by ESG-integrated

procurement models (Okojie et al., 2020).

3.2.4 Integration Mechanisms

The central claim of the framework is that the two pillars produce resilience only when connected by

explicit integration mechanisms. Six mechanisms are proposed, summarized in Table 4.

Table 4. Integration mechanisms and their resilience contribution

Mechanism Description Resilience contribution
Common risk A single, enterprise-wide classification |Enables aggregation and
taxonomy and of risks, causes, impacts and controls | comparison; prevents risks falling
language used by all functions. between functions.
Unified risk and One register linking each significant Makes the line of sight from
control register risk to its owners, controls, indicators | strategic risk to operating control
and assurance sources. visible and testable.
Risk-based control Control investment and testing Directs scarce resources to
design intensity are calibrated to assessed risk |exposures that most threaten
and risk appetite. financial stability.
Integrated assurance Coordination of first, second and third |Reduces duplication and gaps;
line activities and external assurance | gives the board a coherent view
through a combined assurance map. of assurance coverage.
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Mechanism Description Resilience contribution
Shared data and key Common data sources and leading Supports early warning and
risk indicators indicators linked to appetite thresholds |timely response.
and escalation triggers.
Joint reporting Consolidated reporting on risk, control |Enables informed oversight and
effectiveness and resilience to the faster strategic decisions under
board and its committees. stress.

Each mechanism has support in the applied literature. A common taxonomy and single source of
truth are prerequisites for aggregation (Unamma et al., 2019b). Risk-based control design is the
explicit aim of risk-based internal control models (Akomolafe & Agu, 2019a). Integrated assurance
builds on technology-enabled, risk-based internal audit (Akomolafe & Agu, 2018). Shared key risk
indicators are illustrated by enterprise risk assessment frameworks for information systems
(Dosunmu & Ogundele, 2019) and by predictive compliance monitoring (Adeyelu, 2018). Joint
reporting is supported by data-driven executive decision systems (Lawal & Oduleye, 2019b), and the
reliability of shared evidence is strengthened by tamper-evident audit trails (Oshoba et al., 2020).
Because these mechanisms depend on sharing sensitive data, they must operate within a privacy and
data protection framework, drawing on work on legal and ethical risk modeling for data protection
(Mbonu et al., 2018), comparative data protection regulation (Mbonu et al., 2019a) and privacy-

centric security engineering (Okoruwa et al., 2020).

Integrated assurance is consistent with the Three Lines Model (Institute of Internal Auditors, 2020),
in which management (first line) owns and manages risk, specialist functions such as risk
management and compliance (second line) provide expertise, support and challenge, and internal
audit (third line) provides independent assurance. In the ICRRF, the three lines operate against the

same register and taxonomy so that their work is cumulative rather than overlapping.

Integration does not imply merging the two disciplines into one function. Internal audit must retain
independence, and the compliance requirements of external reporting must continue to be met.
Integration operates at the level of information, design logic and coordination rather than

organizational structure.

3.2.5 Resilience Capabilities
The integrated system generates five resilience capabilities that mediate the relationship between

control and risk arrangements and financial outcomes. These capabilities are adapted from the
process-based resilience literature (Duchek, 2020; Williams et al., 2017) and specified in financial

terms.
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* Anticipation: the ability to detect emerging threats early through scenario analysis, stress testing
and key risk indicators linked to appetite thresholds, supported by predictive monitoring and
forecasting (Adeyelu, 2018; Aifuwa et al., 2020).

» Absorption: the ability to withstand losses through deliberately sized buffers, including cash
reserves, committed credit lines, capital headroom, insurance and diversified supply (Mensah et

al., 2019b).

* Response and adaptation: the ability to act quickly and coherently once a shock occurs,
supported by pre-planned contingency actions, adaptive controls, contractual resilience

provisions and reliable real-time information (Fadero et al., 2020; Uchechi et al., 2020).

* Recovery: the ability to restore financial performance and resume strategic investment,
supported by disciplined capital reallocation, restored control integrity and resilient procurement

arrangements (Babayemi et al., 2020).

* Learning: the ability to capture lessons from shocks, near misses and control failures, and to

revise risk assessments, appetite and control designs accordingly (Arumosoye & Obriki, 2019).

3.2.6 Learning Feedback Loop and Contextual Moderators

The framework is recursive. Experience of financial shocks, together with monitoring results and
control deficiencies, feeds back into both pillars. This loop reflects the high reliability principle of
preoccupation with failure and the dynamic capabilities emphasis on reconfiguration. Without it,

control and risk systems tend to ossify around past risks.

Consistent with contingency theory, four moderators condition the relationships in the framework.
Firm size affects the resources available for integration and the complexity that integration must
address. Industry volatility affects the value of anticipation and buffers; energy and infrastructure
operators, for example, face supply, contractual and regulatory exposures that call for dedicated
supply chain risk models, procurement optimization, vendor governance and inventory planning
(Agbabiaka et al., 2019; Okonkwo et al., 2018a; Okonkwo et al., 2018b), while pharmaceutical
operations depend on traceability, chain-of-custody integrity and risk-based decision making under
good manufacturing practice (Aneke & Adesemoye, 2019; Aneke & Adesemoye, 2020). Healthcare
providers illustrate how financing structures and capital investment decisions shape resilience

(Aminu-Ibrahim et al., 2019; Ilodigwe & Adesemoye, 2019; Okoli et al., 2020).

Regulatory regime affects the extent to which control and risk practices are prescribed, as in

banking under the Basel framework (Basel Committee on Banking Supervision, 2011) and in electric
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utilities under sector-specific security standards (Adegbite et al., 2020). Digital maturity affects the
feasibility of shared data, continuous monitoring and automated key risk indicators. Research on
agile supply chain digital transformation with embedded IT risk and ISO compliance controls
(Mbonu et al., 2020a), GIS-enabled ERP procurement (Ahiacke Patrick et al., 2020), digital
transformation of operations (Agboada et al., 2018a), infrastructure-as-code governance (Mbonu et
al., 2020c) and identity and access management integration across hybrid and multi-cloud

environments (Mbonu et al., 2020b) shows digital infrastructure acting as an enabler of integration.

3.2.7 Research Propositions
The framework yields seven propositions. They are stated at a level of abstraction suited to

conceptual work and are intended to guide subsequent empirical operationalization.

First, governance and risk culture are expected to shape the quality of both pillars. Boards that
articulate quantified risk appetite and actively oversee both risk and control establish the conditions

for effective systems.

Proposition 1: The strength of governance and risk culture is positively associated with the

effectiveness of both the internal control system and enterprise risk management.

Second, each pillar contributes uniquely to resilience. Internal control primarily protects the resource
base and information integrity, supporting absorption and response, while ERM primarily supports

anticipation and the sizing of buffers.

Proposition 2a: Internal control effectiveness is positively associated with absorption and

response capabilities.

Proposition 2b: ERM maturity is positively associated with anticipation capability and with

the adequacy of liquidity and capital buffers relative to risk exposure.

Third, the core claim of the framework is complementarity. The value of each pillar is expected to

increase in the presence of the other when integration mechanisms are in place.

Proposition 3: The degree of integration between internal control and ERM positively
moderates the relationship between each pillar and resilience capabilities, such that the
combined effect of the two pillars on resilience capabilities is greater than the sum of their

separate effects.

Fourth, resilience capabilities are expected to transmit the effects of control and risk arrangements to

financial outcomes.
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Proposition 4: Resilience capabilities mediate the relationship between integrated control and
risk arrangements and organizational financial resilience, measured by liquidity resilience,

solvency and capital resilience, earnings stability and speed of recovery.

Fifth, resilience is dynamic. Organizations that systematically learn from shocks and control failures

are expected to strengthen their capabilities over time.

Proposition 5: The presence of a formal learning feedback loop is positively associated with

improvements in resilience capabilities following financial shocks.

Sixth, consistent with contingency theory, the value of integration is expected to vary with context.

Proposition 6: The positive effect of integration on financial resilience is stronger for
organizations operating in more volatile industries and for larger, more complex

organizations.

Seventh, digital infrastructure is expected to enable the shared data and continuous monitoring on

which effective integration depends.

Proposition 7: Digital maturity positively moderates the relationship between integration

mechanisms and anticipation and response capabilities.

These propositions can be examined using a range of designs. Survey-based studies could measure
internal control effectiveness, ERM maturity and integration depth, and link these to archival
financial data. Event studies around systemic shocks, including the COVID-19 pandemic, could
compare the financial trajectories of organizations with differing levels of integration. Case studies

could trace how integration mechanisms operate during crises.

3.3 Discussion

3.3.1 How the Model Answers the Research Question

The paper began by asking what organizational arrangements convert control and risk activities into
genuine financial resilience. The conceptual model offers a layered answer. Resilience is not
produced by the existence of controls or a risk register, but by the capabilities those systems generate
when they are connected on a common governance foundation. Internal control contributes reliability
and protection of the resource base; ERM contributes foresight and the deliberate sizing of buffers;
integration mechanisms ensure that each informs the other. This explains why organizations with
similar control documentation and similar resources can experience very different outcomes when a

shock arrives: what differs is the quality of the connections, not the presence of the components.
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3.3.2 Relationship to Existing Frameworks
The model is consistent with, but extends, the major professional frameworks. COSO (2013) and

COSO (2017) each recognize the importance of governance and culture, and the Three Lines Model
(Institute of Internal Auditors, 2020) addresses the coordination of assurance. None of these
frameworks, however, specifies financial resilience as an outcome or identifies the mechanisms that
link control and risk activities to that outcome. The model also differs from treatments of ERM that
position internal control simply as a subset of risk management (COSO, 2004). It treats the two
systems as distinct, each with its own logic and owners, and locates the source of value in their
connection. In this respect it is closer to contingency-based accounts of ERM (Gordon et al., 2009;
Mikes & Kaplan, 2015) and to capability-based accounts of resilience (Duchek, 2020), which it
brings together.

3.3.3 Insights from the 2020 Disruption
The events of 2020 illustrate the model's logic. Organizations that had linked risk appetite to

quantified liquidity buffers were able to draw on pre-arranged funding, while those that had not were
forced into reactive financing on unfavorable terms. Business continuity and disaster recovery
planning, where it had been tested, allowed financial services providers to maintain operations
remotely (Fadero et al., 2020), and procurement resilience arrangements helped providers of
essential services to maintain supply (Babayemi et al., 2020). Remote working placed sudden
pressure on IT controls and support arrangements (Anyanwu, 2020), showing the value of adaptive
controls designed in advance. Contractual provisions, including force majeure clauses, determined
how losses were shared across supply chains (Uchechi et al., 2020). In each case, the decisive factor
was whether risk insight had been translated into operating arrangements before the shock, which is

precisely the function of the integration mechanisms in the model.

3.3.4 Implementation Pathway

For practitioners, the framework implies a staged progression from fragmented to resilient
arrangements. Table 5 presents a four-stage maturity pathway that organizations can use to assess
their current position and plan improvements. Maturity models of this kind are well established in
adjacent fields, including IT service operations and safety management (Adeyelu, 2019; Anyanwu,

2019).

Table 5. Maturity pathway for integrated control and risk management

‘ Stage Characteristics Typical gaps Priority actions
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Stage Characteristics Typical gaps Priority actions

1. Fragmented |Separate control and risk | Duplicated effort; no line | Adopt a common risk
activities with different of sight from strategic taxonomy; establish
taxonomies and owners; |risk to controls. board-level risk appetite.
compliance focus.

2. Coordinated | Shared taxonomy and Registers still separate; Build a unified risk and
periodic coordination buffers not linked to control register; map
between finance, risk and |appetite. assurance coverage.
internal audit.

3. Integrated Unified register; risk- Limited forward-looking |Introduce liquidity and
based control design; analysis; static indicators. |capital stress testing; link
combined assurance; joint KRIs to escalation
reporting. triggers.

4. Resilient Dynamic capabilities Risk of complacency and |Conduct post-event
embedded; adaptive over-engineering. reviews; refresh
controls; continuous scenarios; test adaptive
monitoring; systematic controls through
learning. simulation.

Several practical recommendations follow. Boards should require that the risk appetite statement
contain quantified liquidity and capital thresholds and that these thresholds be linked to monitored
indicators. Chief financial officers and chief risk officers should jointly own the unified register, with
internal audit providing independent assurance over its completeness and accuracy. Organizations
should design and periodically test adaptive controls so that crisis responses remain disciplined.
Finally, organizations should resist the temptation to equate integration with additional
documentation: the test of integration is whether strategic risk insight changes resource allocation

and control design, and whether experience changes risk assessment.

3.4 Implications

3.4.1 Theoretical Implications

The paper contributes to accounting and risk management research by specifying the relationship
between internal control and ERM as one of complementarity mediated by integration mechanisms.
This moves beyond the nested view implied by earlier frameworks and the separation that
characterizes much practice. It also connects the accounting control literature with the organizational
resilience literature, which have developed largely independently, and consolidates a dispersed body
of applied work on audit, banking, analytics, cyber, supply chain and safety risk into a single
explanatory structure. By framing control and risk systems as dynamic routines that generate
resilience capabilities, the paper extends the dynamic capabilities view into a domain often regarded

as static and compliance driven. Finally, the specification of four dimensions of financial resilience
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offers a basis for more precise outcome measurement than the broad performance measures used in

much ERM research.

3.4.2 Practical Implications
For boards and audit and risk committees, the framework provides a structure for evaluating whether

oversight arrangements produce a coherent view of risk and control. For management, it identifies
concrete integration mechanisms and a maturity pathway. For internal auditors, it reinforces the role
of combined assurance and the value of auditing the integration itself, not only individual controls.
For small and medium-sized enterprises, the framework suggests that proportionate integration, for
example a single simple register and a short appetite statement with clear liquidity thresholds, may

yield substantial resilience benefits at modest cost.

3.4.3 Implications for Regulators and Standard Setters

Regulatory regimes have historically emphasized internal control over financial reporting and, in
financial services, capital and liquidity adequacy. The framework suggests that regulators and
standard setters could encourage disclosure of how organizations link risk appetite to buffers and
controls, and could promote integrated assurance approaches. Streamlined and predictable regulatory
processes also matter, since fragmented or opaque requirements absorb resources that would
otherwise strengthen buffers (Ominyi et al., 2020; Uchechi et al., 2019). Events of 2020 have
reinforced calls for enhanced going concern and liquidity disclosures, and the ICRRF offers a

conceptual basis for such disclosures.

3.5 Limitations
As a conceptual study, this paper does not provide empirical evidence for its propositions. Its

synthesis reflects the literature reviewed and the theoretical lenses chosen; alternative lenses such as
institutional theory might emphasize the symbolic adoption of ERM and controls as legitimacy-
seeking behavior (Power, 2007), and could yield different predictions. Much of the applied literature
synthesized here is itself conceptual, and a substantial share originates in emerging market contexts,
which strengthens the framework's relevance to those settings but calls for testing elsewhere. The
framework is also designed primarily with for-profit organizations in mind; public sector and not-
for-profit organizations face distinct financial resilience challenges, such as dependence on grants or

tax revenue, that warrant adaptation.
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3.6 Future Research

Several avenues for future research follow from the model and its limitations. First, valid and reliable
measures of integration depth are needed; these could build on existing ERM maturity instruments
while capturing the six mechanisms identified here. Second, longitudinal studies around major
shocks, including the COVID-19 pandemic, offer natural experiments for testing Propositions 3 to 5.
Third, comparative studies across regulatory regimes and emerging and developed economies could
test the contingency propositions. Fourth, qualitative research could examine the micro-processes
through which integration mechanisms operate in practice, including the role of the chief financial
officer and chief risk officer relationship. Fifth, research could examine whether integration carries
costs, for example reduced independence of assurance or excessive bureaucratization, and identify
the point at which further integration ceases to add value. Sixth, the growing use of machine learning
in control and risk processes raises questions about how model risk should be integrated into the

framework.

4. CONCLUSION

Financial resilience is becoming a defining test of organizational management. This paper has argued
that internal control and enterprise risk management, though frequently practiced in isolation, are
complementary systems whose integration on a foundation of sound governance and risk culture
generates the capabilities needed to anticipate, absorb, adapt to, recover from and learn from
financial shocks. The Integrated Control and Risk Resilience Framework specifies the mechanisms
of integration, the mediating capabilities and the outcome dimensions, and offers seven propositions
for empirical testing. For scholars, the framework provides a bridge between accounting control
research and organizational resilience research. For practitioners, it provides a practical roadmap.
The disruption of 2020 has shown that controls which merely satisfy auditors, and risk registers

which merely satisfy boards, are not enough. Resilience requires that the two work together.
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